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Regulatory Information

This is an FCC Class A product. In a domestic environment this product may
cause radio interference in which case the user may be required to take
adequate measures.

This equipment has been tested and found to comply with the limits for a Class
A digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user
will be required to correct the interference at his own expense.

RoHS

This product is RoHS compliant

F@CGE
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User Notice

All information, documentation, and specifications contained in this manual
are subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of
the manufacturer's software described in this manual is sold or licensed “as is'.
Should the programs prove defective following their purchase, the buyer (and
not the manufacturer, its distributor, or its dealer), assumes the entire cost of all
necessary servicing, repair and any incidental or consequential damages
resulting from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV
interference caused by unauthorized modifications to this device. It is the
responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation
of this system if the correct operational voltage setting was not selected prior
to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS
CORRECT BEFORE USE.
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Safety Instructions

*

*

*

General

Read all of these instructions. Save them for future reference.
Follow all warnings and instructions marked on the device.

Do not place the device on any unstable surface (cart, stand, table, etc.). If
the device falls, serious damage will result.

Do not use the device near water.
Do not place the device near, or over, radiators or heat registers.

The device cabinet is provided with slots and openings to allow for
adequate ventilation. To ensure reliable operation, and to protect against
overheating, these openings must never be blocked or covered.

The device should never be placed on a soft surface (bed, sofa, rug, etc.) as
this will block its ventilation openings. Likewise, the device should not be
placed in a built in enclosure unless adequate ventilation has been
provided.

Never spill liquid of any kind on the device.

Unplug the device from the wall outlet before cleaning. Do not use liquid
or aerosol cleaners. Use a damp cloth for cleaning.

The device should be operated from the type of power source indicated on
the marking label. If you are not sure of the type of power available,
consult your dealer or local power company.

The device is equipped with a 3-wire grounding type plug. This is a safety
feature. If you are unable to insert the plug into the outlet, contact your
electrician to replace your obsolete outlet. Do not attempt to defeat the
purpose of the grounding-type plug. Always follow your local/national
wiring codes.

Do not allow anything to rest on the power cord or cables. Route the
power cord and cables so that they cannot be stepped on or tripped over.

If an extension cord is used with this device make sure that the total of the
ampere ratings of all products used on this cord does not exceed the
extension cord ampere rating. Make sure that the total of all products
plugged into the wall outlet does not exceed 15 amperes.

To help protect your system from sudden, transient increases and
decreases in electrical power, use a surge suppressor, line conditioner, or
uninterruptible power supply (UPS).
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Position system cables and power cables carefully; Be sure that nothing
rests on any cables.

When connecting or disconnecting power to hot pluggable power supplies,
observe the following guidelines:

Install the power supply before connecting the power cable to the power
supply.
Unplug the power cable before removing the power supply.

If the system has multiple sources of power, disconnect power from the
system by unplugging all power cables from the power supplies.

Never push objects of any kind into or through cabinet slots. They may
touch dangerous voltage points or short out parts resulting in a risk of fire
or electrical shock.

Do not attempt to service the device yourself. Refer all servicing to
qualified service personnel.

If the following conditions occur, unplug the device from the wall outlet
and bring it to qualified service personnel for repair.

¢ The power cord or plug has become damaged or frayed.

+ Liquid has been spilled into the device.

+ The device has been exposed to rain or water.

+ The device has been dropped, or the cabinet has been damaged.

+ The device exhibits a distinct change in performance, indicating a need
for service.

+ The device does not operate normally when the operating instructions
are followed.

Only adjust those controls that are covered in the operating instructions.
Improper adjustment of other controls may result in damage that will
require extensive work by a qualified technician to repair.
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Rack Mounting

*

Before working on the rack, make sure that the stabilizers are secured to
the rack, extended to the floor, and that the full weight of the rack rests on
the floor. Install front and side stabilizers on a single rack or front
stabilizers for joined multiple racks before working on the rack.

Always load the rack from the bottom up, and load the heaviest item in the
rack first.

Make sure that the rack is level and stable before extending a device from
the rack.

Use caution when pressing the device rail release latches and sliding a
device into or out of a rack; the slide rails can pinch your fingers.

After a device is inserted into the rack, carefully extend the rail into a
locking position, and then slide the device into the rack.

Do not overload the AC supply branch circuit that provides power to the
rack. The total rack load should not exceed 80 percent of the branch circuit
rating.

Ensure that proper airflow is provided to devices in the rack.

Do not step on or stand on any device when servicing other devices in a
rack.

vi
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Package Contents

The KN2108 / KN2116 package consists of:

KN2108 or KN2116 KVM Over the NET™ KVM Switch
Power Cord

Rack Mount Kit (brackets and Phillips head hex M3 x 8 screws)
Foot Pad Set (4 pcs.)

User Manual*

Quick Start Guide

e

Registration Card

Check to make sure that all of the components are present and in good order.
If anything is missing, or was damaged in shipping, contact your dealer.

Read this manual thoroughly and follow the installation and operation
procedures carefully to prevent any damage to the switch or to any other
devices on the installation.

* Features may have been added to the KN2108 / KN2116 since this manual
was printed. Please visit our website to download the most up to date version
of the manual.

Copyright © 2004-2006 ATEN® International Co., Ltd.
Manual Part No. PAPE-0206-1AXG
Printing Date: 07/2006

ATEN and the ATEN logo are registered trademarks of ATEN International Co., Ltd. All rights reserved. All
other brand names and trademarks are the registered property of their respective owners.
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About This Manual

This User Manual is provided to help you get the most from your CC1000
system. It covers all aspects of installation, configuration and operation. An
overview of the information found in the manual is provided below.

Overview

Chapter 1, Introduction, introduces you to the KN2108 / KN2116 System.
Its purpose, features and benefits are presented, and its front and back panel
components are described.

Chapter 2, Hardware Setup, provides step-by-step instructions for setting
up your installation, and explains some basic operation procedures.

Chapter 3, Administration, explains the administrative procedures that are
employed to configure the KN2108 / KN2116’s working environment, as well
as how to operate the KN2108 / KN2116 from the local console.

Chapter 4, Browser Operation, describes how to log into the KN2108 /
KN2116 with your browser, and explains the functions of the icons and buttons
on the KN2108 / KN2116 web page.

Chapter 5, The Windows Client, explains how to connect to the KN2108
/ KN2116 with the Windows Client software, and describes how to use the
OSD to access and control the computers connected to the switch.

Chapter 6, The Java Client, describes how to connect to the KN2108 /
KN2116 with the Java Client software, and explains how to use the OSD to
access and control the computers connected to the switch.

Chapter 7, The Log File, shows how to use the log file utility to view all the
events that take place on the KN2108 / KN2116.

Chapter 8, The Log Server, explains how to install and configure the Log
Server.

Chapter 9, AP Operation, describes how to operate the KN2108 / KN2116
using Windows and Java Client application programs, rather than with the
browser method.

An Appendix, at the end of the manual provides technical and
troubleshooting information.

Xiii



KN2108 / KN2116 User Manual

Conventions

This manual uses the following conventions:

Monospaced

[]

Indicates text that you should key in.

Indicates keys you should press. For example, [Enter] means
to press the Enter key. If keys need to be chorded, they
appear together in the same bracket with a plus sign
between them: [Ctrl+Alt].

Numbered lists represent procedures with sequential steps.

Bullet lists provide information, but do not involve sequential
steps.

Indicates selecting the option (on a menu or dialog box, for
example), that comes next. For example, Start — Run
means to open the Start menu, and then select Run.

Indicates critical information.

Xiv
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ALTUSEN Information

Technical Support

North America Technical Registered ALTUSEN product owners are entitled to

Phone Support telephone technical support. Call the ALTUSEN
Technical Support Center: 949-453-8885.

International Technical 1. Contact your local dealer.

Phone Support 2. Call the ALTUSEN Technical Support Cen-

ter:(886-2) 8692-6959.

Email Support Email your questions and concerns to:
support@altusen.com

Online Support Online troubleshooting that describes the most
commonly encountered problems and offers
possible solutions to them; online documentation

¢ Documentation (including electronically available manuals); and the
latest drivers and firmware for your product are
available at the ALTUSEN website:

¢ Troubleshooting

¢ Software Updates

http://www.altusen.com

Getting Help

For additional help, advice, and information, ALTUSEN provides several
support options. If you need to contact ALTUSEN technical support with a
problem, please have the following information ready beforehand:

*

*

Product model number, serial number, and date of purchase.

Your computer configuration, including operating system, revision level,
expansion cards, and software.

Any error messages displayed at the time the error occurred.
The sequence of operations that led up to the error.
Any other information you feel may be of help

XV
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Product Information

For information about all of ALTUSEN's products and how they can help you
connect without limits, visit ALTUSEN on the web or contact an ALTUSEN
Authorized Reseller.

+ In the United States of America, call: 866-ALTUSEN (258-8736)
+ |n Canada and South America, call: 949-453-8885
+ In all other locations, call: 886-2-8692-6789

+ Visit ALTUSEN on the web at http://www.altusen.com for a list of
locations and telephone numbers

XVi



Chapter 1
Introduction

Overview

The KN2108 and KN2116 are IP-based KVM control units that allow both
local and remote operators to monitor and access multiple computers from a
single console. For example, a single KN2116 can control up to 16 computers.
By cascading up to 128 compatible KVVM switches, up to 1024 computers can
be controlled on a complete three stage installation.

Since the KN2108 / KN2116 uses TCP/IP for its communications protocol, it
can be accessed from any computer on the Net - whether that computer is
located down the hall, down the street, or half-way around the world.

%% kR

Local

Access to any computer connected to the installation from the local console is
easily accomplished either by entering hotkey combinations from the
keyboard, or by means of a powerful mouse driven OSD (On Screen Display)
menu system. A convenient Auto Scan feature also permits automatic scanning
and monitoring of the activities of all computers running on the installation one
by one.

Remote consoles connect to the KN2108 or KN2116 via its IP address.
Software utilities provided with the switch make remote access smooth and
efficient. A menu driven OSD Administration function enables system
administrators to handle a multitude of maintenance tasks with ease - from
installing and running GUI applications, to BIOS level troubleshooting, routine
monitoring, concurrent maintenance, system administration, rebooting and
even pre-booting functions.
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Remote operators can log in from anywhere on the net via their browser. Once
they successfully log in, operators can take control using either the Windows
Client or Java Client utility. Inclusion of a Java-based client allows the
switches work with Java 2 enabled operating systems.

The client software allows operators to exchange keyboard, video and mouse
signals with the computers attached to the KN2108 or KN2116 just as if they
were present locally and working on the equipment directly. With the Panel
Array feature, the video output of up to 8 or 16 computers can be displayed at
the same time.

The switches feature RJ-45 connectors allowing them to use CAT 5 cable to
link to the computers. This space-saving innovation means a full 8 or 16 port
switch can be conveniently installed in a 1U system rack, and the installation
can take advantage of the internal network wiring built into most modern
commercial buildings.

Setup is fast and easy; plugging cables into their appropriate ports is all that is
entailed. Because the switches intercept keyboard input directly, there is no
need to get involved in complex software installation routines, or to be
concerned with incompatibility problems.

Since the firmware is upgradeable over the Net, you can stay current with the
latest functionality improvements simply by downloading firmware updates
from our website as they become available.

With its advanced security features, the KN2108 and KN2116 provide the
fastest, most reliable, most cost effective way to remotely access and manage
widely distributed multiple computer installations.
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Features

+ 8(KN2108) or 16 (KN2116) port remote access KVM switch — monitor
and control up to 8 or 16 computers from a single K\VM console

+ Remotely access computers via LAN, WAN, or the Internet; control your
installation when and where you want

+ Supports 3 bus sessions — 1 Local and 2 Remote users can simultaneously
access separate ports

+ Internet browser access; Windows client and Java client provided; Java
client works with all operating systems

+ Graphical OSD and graphical toolbars for convenient, user friendly
operation

+ Panel Array Mode - view all 8 or 16 ports at the same time

+ Windows based Log Server

+ Remote power control for attached Power Over the NET™ devices
+ Up to 64 user accounts — up to 32 concurrent logins

+ Three level security: multiadministrator; multiuser; multiviewer

+ Advanced security features include password protection and advanced
encryption technologies — 1024 bit RSA,; 56 bit DES; 256 bit AES; and
128 bit SSL

+ RADIUS support
+ Flash upgradeable firmware over the network
+ Supports all major server platforms and VT100 based serial devices

+ Supports multiplatform server environments including PS/2, USB, and
Sun

+ Supports 10Base-T, 100Base-T, TCP/IP, HTTP
+ High video resolution: up to 1280 x 1024 @ 60Hz

+ Front panel can separate from the main chassis for convenient front and
rear 1U rack mounting

+ RJ-45 connectors allow a full 16 port implementation — CAT 5 cable
reduces cable bulk
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System Requirements

Remote Computers

*

For best results, computers that remotely access the switch should have at
least a P 111 1 GHz processor, with their screen resolution set to 1024 x
768.

Users who want to access the switch with the Windows Client must have
DirectX 7.0 or higher installed. If you don't already have it, DirectX is
available for free download from Microsoft's web site: http://
www.microsoft.com/downloads.

Users who want to access the switch with the Java Client must have Sun's
Java 2 (1.4.2 or higher) runtime environment installed. Java is available
for free download from the Sun Java website: http://java.sun.com

Browsers must support 128 bit SSL encryption.

For best results, a network transfer speed of at least 128kbps is
recommended.

Computers

The following equipment must be installed on the computers that connect to the
KN2108 or KN2116's KVVM ports:

*

*

A VGA, SVGA or Multisync port

A Type A USB port and USB host controller (for USB KVM Adapter
Cable Connection, see KVM Adapter Installation Diagrams, page 21)

6-pin mini-DIN keyboard and mouse ports (for PS/2 KVM Adapter Cable
Connection, see KVM Adapter Installation Diagrams, page 21
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KVM Adapter Cables (CPU Modules)

¢ Cat 5 (or higher) cable is required to connect the KN2108 / KN2116 to one
of the KVM Adapter Cables (see Single Stage Installation Diagram,
page 20).

+ The following KVVM Adapter Cables are required for use with the KN2108
/ KN2116:

Function Module
Connect to devices with PS/2 ports KA9120
Connect to devices with USB ports KA9170
Connect to Sun Legacy Computers KA9130
Connect to Sun USB Computers KA9131
Connect to serial based devices KA9140
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Components

Front View

KN2108

KNZ2116
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No. Component

Description

1 Power LED

Lights when the KN2116 is powered up and ready to
operate.

2 Port LEDs

The Port LEDs provide status information about their
corresponding CPU Ports. There is one pair of LEDs for
each Port. The one on the top is the On Line LED; the one
on the bottom is the Selected Port LED:

¢ An On Line LED lights GREEN to indicate that the
computer attached to its corresponding port is up and
running.

* A Selected LED lights RED to indicate that the computer
attached to its corresponding port is the one that has the
KVM focus. The LED is steady under normal conditions,
but flashes when its port is accessed under Auto Scan
Mode (see Auto Scanning, page 64.

¢ When the KN2116 is first powered on, the On Line and
Selected LEDs blink in sequence as the Switch
performs a self-test.

3 Link LED

Flashes GREEN to indicate that a Client program is
accessing the device.

4 10/100 Mbps
Data LED

¢ The LED lights ORANGE to indicate 10 Mbps data
transmission speed.

¢ The LED lights GREEN to indicate 100 Mbps data
transmission speed.

5 Reset Switch

Note: This switch is recessed and must be pushed with a
thin object - such as the end of a paper clip, or a ballpoint
pen.

# Pressing and holding this switch in while powering on
the KN2116 makes the switch use the factory installed
firmware version rather than the firmware version that
the switch has been upgraded to. This allows you to
recover from a failed firmware upgrade and gives you
the opportunity to try upgrading the firmware again.

* Pressing and holding this switch in for more than two
seconds performs a system reset.

6 Port Switching
Buttons

¢ Press Port DOWN to switch from the current port to the
previous port on the installation.

* Press Port UP to switch from the current port to the next
port on the installation.




KN2108 / KN2116 User Manual

Rear View
KN2108:
1 2 3

4 5 6
KN2116:
1 2 3
o O O [ o] [ o o e e ]
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No. Component Description

1 Power Socket The power cable plugs in here.

2 Power Switch This standard rocker switch powers the unit on and off.

3 PON Port This connector is provided for a Power over the Net™
(PON) unit to plug into. A PON device allows computers
attached to the KN2116 to be booted remotely over the
net. Contact your dealer for more details.

4 LAN Port The cable that connects the KN2116 to the Internet plugs
in here.

5 Local Console The KN2116 can be accessed via a local console as well

Section as over the Net. The cables for the local console
(keyboard, monitor, and mouse) plug in here. Each port is
color coded and marked with an appropriate icon to
indicate itself.

6 KVM Ports The CAT 5 cables that link the KN2116 to the KVM Adapter

(CPU Ports)

Cables that connect to the computers plug in here.
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Chapter 2
Hardware Setup

Overview

For convenience and flexibility that allows mixing the PS/2 and USB
interfaces, as well as multiple platforms, the KN2108 / KN2116's design
utilizes KVM Adapter Cables, that serve as intermediaries between the switch
and the connected devices (refer to the installation diagram on p. 16).

A separate KVM Adapter Cable is required for each computer or device
connection. The model numbers of the Adapter Modules are given in the KVM
Adapter Cables (CPU Modules) section, page 5.

Before You Begin

1. Important safety information regarding the placement of this
device is provided on page iv. Please review it before proceed-
ing.

2. Make sure that power to all the devices you will be connecting

up have been turned off. You must unplug the power cords of
any computers that have the Keyboard Power On function.

11
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Stacking and Rack Mounting

The KN2108 / KN2116 can be stacked on the desktop or rack mounted in a
variety of ways. The following sections take you through the procedures for
each method.

Stacking

The KN2108 / KN2116 can be placed on any appropriate level surface that can
safely support its weight plus the weight of its attached cables. To place the
KN2108/KN21186, or to stack units if you are daisy chaining them, remove the
backing material from the bottom of the rubber feet that came with this
package, and stick them onto the switch’s bottom panel at the corners, as
shown in the diagram, below:

Note: To ensure adequate ventilation, allow at least 5.1 cm on each side, and
12.7cm at the back for power cord and cable clearance.

12
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Rack Mounting - Split

The KN2108 / KN2116 can be installed in most standard 19" (1U) racks. There
are three configurations: split; front; and rear. Of the three, we recommend the
split method.

1. Remove the four screws at the front and rear of the unit:

&

Phillips head hex

2. Separate the front and rear modules, then use the M3 x 8 Phillips head hex
screws supplied with the rack mount kit to screw the rack mounting
brackets into both modules:

Phillips head hex

[Mst

13
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3. Position the device in the rack and align the holes in the mounting brackets
with the holes in the rack.

4. Screw the mounting brackets to the rack.

Note: Cage nuts are provided for racks that are not prethreaded.

14
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Rack Mounting - Front

1. Remove the two screws at the front of the unit:

Phillips head hex
M3 x 6

2. Use the M3 x 8 Phillips head hex screws supplied with the rack mount kit
to screw the rack mounting brackets into the front of the unit:

Phillips head hex
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3. Position the device in the rack and align the holes in the mounting brackets
with the holes in the rack.

4. Screw the mounting brackets to the front of the rack.
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Note: Cage nuts are provided for racks that are not prethreaded.
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Rack Mounting - Rear

1. Remove the two screws at the rear of the unit:

Phillips head hex /

M3 x 6

&\

2. Use the M3 x 8 Phillips head hex screws supplied with the rack mount kit
to screw the rack mounting brackets into the rear of the unit:
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3. Position the device in the rack and align the holes in the mounting brackets
with the holes in the rack.

4. Screw the mounting brackets to the rear of the rack.

’

KQQQQQQQQQQQQQQQQQQQQQQQQEQQQE

CTEECEEECEETEETEETEHg  gptueuuses
’
’
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’ > s
/

Note: Cage nuts are provided for racks that are not prethreaded.
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Single Station Installation

In a Single Stage installation, there are no additional K\VM switches cascaded
down from the KN2108 / KN2116. To set up a single stage installation, refer
to the installation diagrams starting on page 20 (the numbers in the diagram
correspond with the numbers of the instruction steps), and do the following:

1. Plug your Local Console’s keyboard, mouse, and monitor into the unit’s
Console Ports.

Note: The distance between the console and the KN2108 / KN2116 must
not exceed 20m.

2. Use Cat. 5 cable to connect any available KVVM port to a KVM Adapter
Cable that is appropriate for the computer you are installing (see the table
on page 5 for details).

Note: The length of Cat 5 cable that links the KN2108 / KN2116 to the
KVM Adapter Cable must not exceed 40m.

3. Connect the KVM Adapter Cable to the computer.

Plug the connectors on the KVM Adapter Cable into the appropriate ports
of the computer you are installing. See KVM Adapter Installation
Diagrams, page 21 for connection examples.

4. Plug the cable from the LAN or WAN into the KN2108 / KN2116's RJ-45
socket.

5. Plug the female end of the power cord into the KN2108 / KN2116's Power
Socket; plug the male end into an AC power source.

6. Turn on the power to the KN2108 / KN2116.

After the KN2108 / KN2116 is powered up, you can turn on the computers.
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Single Stage Installation Diagram
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KVM Adapter Installation Diagrams
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Two Stage Installation

To control even more computers, up to 8 (KN2108) or 16 (KN2116) additional
KVM switches can be cascaded from the K\VM ports of the KN2108 or
KN2116. As many as 64 (KN2108) or 128 (KN2116) computers can be
controlled in a complete two stage installation.

In a cascaded installation, the KN2108 / KN2116 is considered the First Stage
unit, the cascaded switches are considered Second Stage units.

Note: The KVM switch shown in the installation example is the KH88. See
Supported KVM Switches, page 116, for a list of supported KVM
switches that can be cascaded from the KN2108 / KN2116.

To set up a two stage installation, refer to the diagram on page 23, and do the
following:

1. Make sure that power to all the devices you will be connecting up, includ-
ing all preexisting devices on the installation, have been turned off.

2. Use Cat 5 cable to connect any available K\VM Port on the First Stage unit
(the KN2108 / KN2116) to a PS/2 style KVM Adapter Cable (as described
under KVM Adapter Cables (CPU Modules), page 5).

3. Plug the adapter cable’s KVM connectors to the Keyboard, Video, and
Mouse Console ports of the Second Stage unit.

Note: The distance between the Second Stage unit and the KN2108 /
KN2116 must not exceed 40m.

4. Use KVVM cable sets (as described in the Cables section of the cascaded
KVM switch’s User Manual), to connect any available KVM port on the
Second Stage unit to the Keyboard, Video, and Mouse ports of the
computer you are installing.

5. Plug the power cord that came with the cascaded K\VM switch into its
Power Socket, and then into an AC power source.

6. Repeat these steps for any other Second Stage units you wish to connect.
7. Power on the Second Stage unit(s), then power on theKN2108 / KN2116.
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8. Turn on the power to all the computers.

Note: The Power On sequence requires that all Second Stage units be
powered on first. After all the Second Stage units have been
powered on, the First Stage unit must be powered on next. After the
Second and First stage units have been powered on, the computers
can be powered on.

Two Stage Installation Diagram
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Hot Plugging

The KN2108 / KN2116 supports hot plugging - components can be removed
and added back into the installation by unplugging and replugging their cables
from the ports without the need to shut the unit down.

If you change computer positions, however, in order for the OSD menus to
correspond to the K\VVM port changes, you must manually reedit the Port
Names to have the OSD reflect the new Port information. See Port Names,
page 32 for details.

Note: If the computer’s Operating System does not support hot plugging, this
function may not work properly.

Powering Off and Restarting

If it becomes necessary to power off the KN2108 / KN2116, or if the switch
loses power and needs to be restarted, wait 10 seconds before powering it back
on. The computers should not be affected by this, but if any of them should fail,
simply restart them.
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Port ID Numbering

Each computer on the installation is assigned a unique Port ID. The Port ID is
a one or two segment number that is determined by the Stage Level and KVM
Port number of the K\VVM switch that the computer is connected to.

The first segment represents the K\VM Port number of the First Stage unit; the
second segment represents the K\VVM Port number of the Second Stage unit.

A computer attached to a First Stage unit has a one segment Port ID (from 1-16)
that corresponds to the K\VM Port number that it is connected to.

A computer attached to a Second Stage unit has a two segment Port ID:

+ The second segment (from 1-8), represents the KVM Port number on the
Second Stage unit that the computer is connected to. The first segment
(from 1-16) represents the KVVM Port number on the First Stage unit that
the Second Stage unit links back to.

+ For example, a Port ID of 12 - 3 refers to a computer that is connected to
KVM Port 3 of a Second Stage unit that links back to KVM Port 12 of the
First Stage unit.

Port Selection

Port Selection is accomplished by means of the OSD. OSD Operation details
are discussed in Chapters 5 and 6.
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Chapter 3
Administration

Overview

The OSD's Administration page lets the Administrator (and users with
administration permission - see User Management, page 36) configure and
control overall KN2108 / KN2116 operations. The tab that activates the page
is disabled (grayed out) for users who do not have administration permission.

The Local Console

Once the KN2108 / KN2116 has been cabled up, the next step that the
Administrator needs to perform is setting the unit up for user operation. The
most convenient way to do this for the first time is from the local console.

After the local console has been connected up and the KN2108 / KN2116
turned on, a login prompt appears on the console monitor:

KM2116 Login

Since this is the first time you are logging in, use the default Username:
administrator; and the default Password: password. For security purposes, we
strongly recommend you use the User Management function (see p. 36) to
remove these and give yourself a unique Username and Password with the

appropriate permissions.
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After you successfully log in, the Local Console OSD comes up:

¥

— E3 [01] ATEMIntl. 1
— B3 [02] ATENIntl. 2
— B3 [03] ATENInt. 3
- B3 [04] Mail Server 1

The OSD consists of four pages, each with a specific set of functions: Main;
Configuration; Administration; and Log. Each of these pages is discussed in
the sections that follow

There are four buttons at the right of the title bar. The purpose of each is
described (going from left to right), in the table below. Note that the same
effect can be achieved by pressing a function key. The corresponding function
key is shown in parenthesis below the button name.

Button

Purpose

Screen View

([FeD)

Toggles the display between full screen and window view.

Transparency

(F7D)

Clicking this button makes the OSD display semi transparent,
allowing whatever the OSD screen is covering to show through.
Clicking the button again, returns the OSD screen to normal opacity.

Note: 1. We recommend setting your monitor refresh rate to a value
greater than 75Hz before using this feature.

2. If you switch to a null port when Transparency is enabled,
the feature becomes disabled.

Log Out
(78

Closes the OSD display and logs you out of the KN2108 / KN2116
session.

Hide
([Esc))

Closes the OSD display but does not log you out of the session. You
can bring the display back with the OSD hotkeys (see OSD Hotkey,
page 80).
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The Main Page

The Main page lists all of the KN2108 / KN2116’s ports and governs port
access. Selecting a port and double clicking it switches you to the device on
that port.

+ Aporticon in the shape of a monitor displays in front of the port number.
Ports that have devices connected to them that are up and running have the
port icon lit in green.

+ Ports that have been selected as Quick View ports (see below), have a red
eye icon displayed with the monitor in the port icon column to indicate so.

In addition to using this page to select ports to switch to, the administrator can
also use this page to enable/disable Quick View status for selected ports, and
to create, modify, or delete names for each of the ports.

Quick View Ports

Selecting certain ports as Quick View ports is a way of limiting which ports are
included when the KN2108 / KN2116 is in auto scan mode. If the KN2108 /
KN2116 is configured to only auto scan ports that have Quick View status
(see Scan Select, page 80), designating a port as a Quick View port in this
dialog box means that it will be included when auto scanning is in effect.

The spacebar toggles a port's Quick View status. To select/deselect a port,
highlight it and press the spacebar. When a port has been selected as a Quick
View port, a red eye icon displays with the monitor icon in the port icon
column. When a port isn't selected, there is no red eye icon in the column.

29



KN2108 / KN2116 User Manual

The List Function

The List Function lets you broaden or narrow the scope of which ports the OSD
displays (lists) in the Main Screen. To invoke the List Function, click the arrow
at the upper right corner of the screen, or press [F3]:

KH2116 Main

— E3 [01] ATEMIntl. 1
— B3 [02] ATENIntl. 2
— B3 [03] ATENInt. 3
- B3 [04] Mail Server 1
— B3 [05] Mai Server 2

KH2116 Main

P = n

— E3 [01] ATEMIntl. 1 =
— B3 [02] ATENInt. 2
— [E3 [03] ATENIntl. 3

— E3 [14] Tech Support =l
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+ The drop down list on the left offers four fixed choices as shown in the

table, below:
Choice Meaning
All Lists all of the ports on the installation.
Powered On Lists only the ports that have their attached
devices powered on.
Quick View Lists only the ports that have been selected as

Quick View ports

Quick View + Powered On

Lists only the ports that have been selected as
Quick View Ports (see p. 29), and that have their
attached devices Powered On.

+ The text input box on the right allows you to key in a port name so that
only port names that match what you key in show up in the List. Wildcards
(? and *) are acceptable, so that more than one port can show up in the list.
For example, if you key in Web*, both Web Server 1 and Web Server 2
show up in the list, as shown in the screenshot, below:

KH2116 Main

[

S =1 ]

2

3 [09] Web Server 2

box, or press [Enter].

After you key in your string, either click the binoculars to the right of the

To go back to the default view, erase the string and either click the

binoculars to the right of the box, or press [Enter].

To dismiss the List function, click the arrow or press [F3].
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Port Names

To help remember which computer is attached to a particular port, every port
can be given a name. This field allows the Administrator to create, modify, or
delete port names. To configure a port name:

1. Click once on the port you want to edit, then either press [F2], or click
again on the highlight bar.

RH2116 Main

Y e—" po——

-

— E3 [01] ATEM Intl. 1
— B3 [07] ATENInil. 2
— 3 [03] ATENIndl. 3
— 7 [04] MailServer 1
— B3 [05] Mail Server2

:— 3 [14] TechSupport
—8[15]
— D [15]

Note: This is not a double click. It involves two separate clicks. A double
click will switch you to the device attached to the port.

After a second or two, the bar changes to provide you with a text input
box:

KH2116 Main

P p—p——

=

— B3 [01] ATENInd. 1
— B3 [02] ATEMInY. 2
— B3 [03] ATENInt. 3
— B2 [04] Mail Server 1
— B3 [05] Mail Server 2

— B3 [14] TechSupport
=8
=110}
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2. Key in the new Port Name, or modify/delete the old one.

3. When you have finished editing the port name, click anywhere outside of
the input box to complete the operation.

KN2116 Main

ey T——T

-

— B3 [01] ATENIndl. 1
— B [02] ATENIntl. 2
- 3 (03] ATENIntl. 3

- B3 [14] TechSupport
-85
— 8 [15]

Port Operation

Since port operation is the same as for the Windows and Java Clients, the
procedures are discussed in Chapters 5 and 6.
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The Configuration Page

The Configuration page sets the operating parameters for each port. Since these
operations are the same as the ones for the Windows and Java Clients, their use
is discussed in Chapters 5 and 6 (see pp. 59 and 81).

Main | n | Administration | Leg |
2 0SDHatkey:  lSorollLockifSerol Lack =]

@ D Dizplay: IW

I Duratiorn: |5— =]
% ScanSelect: Al ﬂ

@ Soan Duration lm— zec
gz Screen Blanker'lﬂ— min
Logout Timeout:lan— min
L] Beeper Lol  0OFF

The Log Page

Clicking the Log tab brings up the contents of the log file. The log file is
discussed in Chapter 7.

B<N2116 Log
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The Administration Page

Each of the administrative functions is represented by an icon at the left of the
page. Clicking the icon brings up its associated dialog box. When the
Administration page first comes up the General dialog box appears:

General

KM2116 General

i ' 116
o

MAL Address: -10 -74 -32 -80 -07

Fumwrare Yer: |1.l].l]72

Last IP from DHCP serves: 10.0.13.35

D\

EoDpweh R

The General Page presents four items of information. This is the same
information that displays after you log in from a browser, or when you click the
General icon at the top left of the browser main page. The meaning of these
items is described in the table, below:

Item

Meaning

Device Name

This field lets you give the switch a unique name. This can be
convenient when you need to differentiate among several devices
in multi station installations.

MAC Address

This item displays the KN2108 / KN2116's MAC address.

Firmware Ver

This item displays the current firmware version number. You can
reference it to see if there are newer versions available on the
Altusen website.

Last IP from
DHCP Server

If the switch is on a network that uses DHCP assigned IP
addresses, this item is a convenient way of ascertaining what its IP
address is, to inform the Users which IP to use when they connect
to the KN2108 / KN2116.
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User Management

The User Management dialogs are used to create and manage user profiles. Up
to 64 user profiles can be established.

+ To delete a user profile, select it in the list box, and Click Remove.

+ To modify a user profile, select it and Click Edit.

¢ To add a user, Click New.

If you choose Edit or New, a dialog box similar to the one below appears:

R 12116 User Management

- [

2
~
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Fill in the required information for a new User profile, or modify the existing
information to edit a previous profile. A description of the field headings is
given in the table below:

Heading Description
Username A minimum of 6 and a maximum of 15 characters is allowed.
Password A minimum of 8 and a maximum of 15 characters is allowed.

Confirm Password

To be sure there is no mistake in the password, you are asked
to enter it again. The two entries must match.

Description

Additional information about the user that you may wish to
include.

Admin

Enabling this gives the user Administrator level access to the
KN2108 / KN2116. All permissions are granted. (See
Permissions, in this table.)

User

Enabling this gives the user User level access to the KN2108 /
KN2116. Windows Client, Power Manager, and Java Client
permissions are granted. (See Permissions, in this table.)

Select

This button is automatically enabled if the permission choices
selected by the Administrator do not match the default access
level choices for Admin or User.

Permissions

1. Checking Administration gives a User administration privi-
leges, which allows him to set up and modify the KN2108 /
KN2116's Administration page settings.

2. Checking Windows Client allows a user to access the
KN2108 / KN2116 via the Windows Client software. By
default, all users may access the KN2108 / KN2116 via the
Windows Client software.

3. Checking Log allows a User to view and query the log file.
The Log and Log Server buttons appear on the Main web
page of Users who have Log permission (see Web Page
Buttons, page 58).

4. Checking Java client allows a User to access the KN2108 /
KN2116 via the Java Client software.

5. Checking Power Manager allows a User to connect to
Power on the Net™ devices. The PON button appears on
the Main web page of Users who have Power Manager per-
mission (see Web Page Buttons, page 58).

(Continues on next page.)
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(Continued from previous page.)

Heading

Description

Port Access

This function allows the Administrator or a User with
Administration permission to define the selected
User's access to the computers on a Port-by-Port
basis.

For each User profile, select a port and click it to cycle
through the choices:

Full: The user can view the remote screen and can
perform operations on the remote system from his
keyboard and monitor.

View: A diagonal line through the port icon
indicates the port access is View. The user can only
view the remote screen; he cannot perform any
operations on it.

Null: No access rights - an X through the port icon
indicates no port access. The Port will not show up
on the User's list on the Main Screen.

Repeat until access rights have been set for all the
ports. The default is Full for all users on all Ports.
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Service Configuration

The Service Configuration dialog is composed of two main panels: Access Port
and Log Server:

~AccessPot: —————————————

Program: E

Java: r

Qgﬁewe(: -]
MAL: E -00 -00 -00 -00 -00
Poit: ﬁ‘l

Oﬂm#%(%#@

=
)

Access Port

As a security measure, if a firewall is being used, the Administrator can specify
the port numbers that the firewall will allow, and set the firewall accordingly.
Users must specify the port number when they log in to the KN2108 / KN2116.
If an invalid port number (or no port number) is specified, the KN2108 /
KN2116 will not be found.

An explanation of the fields is given in the table below:

Field Explanation

Program This is the port number that must be specified when
connecting from the Windows Client software program. Valid
entries are from 1024-60,000. The default is 9000.

Java This is the port number used for Java Client connections.
Valid entries are from 0-65535. The default is 9002

Note: 1. If there is no firewall (on an Intranet, for example), it doesn’t matter
what these numbers are set to, since they have no effect.

2. The access ports cannot have the same value. You must set a different
value for each one.
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Log Server

Important transactions that occur on the KN2108 / KN2116, such as logins and
internal status messages, are kept in an automatically generated log file. You
specify the MAC address and a port number for the computer that the Log
Server resides on in this panel. The valid port range is 1024-60000. The default
port number is 9001.

Installation and operation of the Log Server is discussed in Chapter 8. The Log
File is discussed on page 89.
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Network

The Network dialog is used to specify the KN2108 / KN2116's network
environment. The box is divided into two panels: IP Address; and DNS Server.

IP Address

The KN2108 / KN2116 can either have its IP address assigned dynamically

(DHCP), or it can be given a fixed IP address.

¢ For dynamic IP address assignment, select the Obtain an IP address
automatically, radio button.

+ To specify a fixed IP address, select the Set IP address manually, radio
button and fill in the IP address.

DNS Server
The KN2108 / KN2116 can either have its DNS Server address obtained
automatically, or it can be assigned manually.

+ For automatic DNS Server address assignment, select the Obtain DNS
Server address automatically, radio button.

+ To specify the DNS Server address manually, select the Use the following
DNS Server radio button, and fill in the addresses for the Primary and
Alternate DNS servers.

Note: Specifying at the primary DNS Server address is mandatory. The
alternate DNS Server address is optional.
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ANMS

The Authentication Network Management Service dialog box allows you to set
up login authorization management from external sources. It is divided into
two main panels, as described below:

KH2116 ANMS [Of =0 EA x|
ain | Confi Adrministration | Lag |
I B Ay,
0 Primary Radius Server P: I—
a Primary Radius Service Port l—
g Alterate Radiuz Server IF':If
Altemate Had\uhewice Fort l—
g TirneOut[seconds): l—
C—T Felyes: l—
Shared Secret] atleast B characters]:
8l
0 I~ Enable CC Management ]
@ CC Server [P: I—
CC Service Port: l—

RADIUS Settings

If you want to allow authorization for the KN2108 / KN2116 through a
RADIUS server, do the following:

1. Check Enable Radius.

2. Fill'in the IP addresses and Service Ports for the Primary and Alternate
RADIUS servers.

3. Set the time in seconds that the KN2108 / KN2116 waits for a RADIUS
server reply before it times out in the Timeout field.

4. Set the number of RADIUS retries allowed in the Retries field.

5. Key the Shared Secret character string that you want to use for
authentication between the KN2108 / KN2116 and the RADIUS Server in
this field.

Note: Set the access rights for each user on the RADIUS server according to
the information in the table on the next page.
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RADIUS Server Access Rights Table:

Character

Meaning

C

Grants the user administrator privileges, allowing the user to configure
the system.

Allows the user to access the system via the Windows Client program.

Allows the user to access the system via the Java Client program.

Allows the user to access an attached Power Over the Net™ device.

r| O|a| S

Allows the user to access log information via the user’s browser.

Restricts the user from accessing specified ports on the OSD port list.
Syntax: PN/1/2/3/4 (etc.)

PV

Limits the User to only being able to view specified ports on the OSD
port list.
Syntax: PV/1/2/3/4 (etc.)

UHK

Defines the OSD Hotkey (see page 80).

UHKO: Scroll Lock + Scroll Lock
UHKZ1: Ctrl + Ctrl

uoL

Defines the OSD List Function (see The Main Page, and, Quick View
Ports, page 29).

uoLo: All

UOL1: Powered On

UOL2: Quick View

UOL3: Quick View +Powered On

UODM

Selects how the Port ID displays (see page 80).
UODMO: Port Number + Port Name

UODMZ1: Port Number
UODM2: Port Name

uoDT

Determines the length of time in seconds that the Port ID displays on
the monitor after a port change (see page 80).

Syntax: UODTn (where n represents a number from 0-255)

UBUZ

Turns the beeper off or on (see page 80.

UBUZO0: Beeper Off
UBUZ1: Beeper On

ULT

Sets the Logout Timeout. When there is no input from the user for the
amount of time set with this function, the user is automatically logged
out and will need to log in again. The valid Logout Timeout range is from
0-180 minutes.

Syntax: ULTn (where n represents a number from 0 to 180 minutes.

(Continues on next page.)
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(Continued from previous page.)

Character Meaning
USM Selects which computers the User can access under Auto Scan Mode
(see Scan Select, page 80).
UsMo: All

USM1: Powered On
USMZ2: Quick View
USM3: Quick View + Powered On

UST Determines the length of time in seconds the KVM focus dwells on each
port in Auto Scan Mode (see Scan Duration, page 80).

Syntax: USTn (where n represents a number from 0-255)

Note: 1. Characters are not case sensitive. Upper or lower case works equally
well.

2. Characters are comma delimited.

3. Aninvalid character in the configuration string will prohibit access to
the KN2108 / KN2116 for the user.

RADIUS Server Access Rights Examples:

c,w,p User has administrator privileges; user can access the system via the
Windows Client; user can manage the attached Power over the NET
device.

w,j,l User can access the system via the Windows Client; user can access

the system via the Java Client; user can access log information via the
user’s browser.

CC Management Settings

If you want to allow authorization for the KN2108 / KN2116 through a CC
(Control Center) server, check Enable CC Management and fill in the CC
Server’s IP address and the port that it listens on in the appropriate fields.
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Security

The Security page controls access to the KN2108 / KN2116.

KH2116 Security

o [ PRterEnable & include € exchude
e |

2 _Es |
g Remove I
g Default web page name:
L3

I [V MACFRerEnsble @ includs € exchude
o Est |
Remoave I

IP and MAC Filtering

*

If any filters have been configured, they appear in the IP Filter and/or

MAC Filter list boxes.

IP and MAC Filters control access to the KN2108 / KN2116 based on the

IP and/or MAC addresses of the computers attempting to connect. A

maximum of 100 IP filters and 100 MAC filters are allowed. To enable IP

and/or MAC filtering, Click to put a check mark in the IP Filter Enable

and/or MAC Filter Enable checkbox.

+ Ifthe include button is checked, all the addresses within the filter range
are allowed access; all other addresses are denied access.

+ |f the exclude button is checked, all the addresses within the filter
range are denied access; all other addresses are allowed access.

To add a filter, click New. A dialog box similar to the ones below appears:

IP Filter

From: Il : ¥ :
To: I . . .
ok, | Cancel |
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MaC addreszs: ||
ok, I Cancel |

Note: Each IP filter can consist of a single address, or a range of addresses.
To filter a single IP address, key in the same address in both the
From and To fields. To filter a continuous range of IP addresses, key
in the start of the range in the From field; key in the end of the range
in the To field.

After you specify the filter addresses, click OK.

To delete a filter, select it in the IP Filter and/or MAC Filter list boxes and
click Remove.

To modify a filter, select it in the IP Filter and/or MAC Filter list boxes
and click Edit. The Edit dialog box is similar to the New dialog box.
When it comes up, simply delete the old address and replace it with the
new one.

Default Web Page Name

*

The Default web page name entry field lets the Administrator specify a
login string (in addition to the IP address) that the user must include when
he accesses the KN2108 / KN2116 with a browser. For example:

192.168.0.126/abcdefg

The user must include the forward slash and the string along with the IP
address. For security purposes, we recommend that you change this string
from time to time.

Note: If no login string is specified here, anyone will be able to access the
KN2108 / KN2116 login page using the IP address alone. This
makes your installation less secure.
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Customization

The Customization dialog box is arranged in four major sections, as described
below:

Login Failures

*

Allowed: sets the number of consecutive failed login attempts that are
permitted from a remote computer.

Timeout: sets the amount of time a remote computer must wait before
attempting to login again after it has exceeded the number of allowed
failures.

Working Mode

*

*

If Stealth Mode is enabled, the KN2108 / KN2116 cannot be pinged.

To permit browser access to the KN2108 / KN2116, click to put a check
mark in the Enable Browser checkbox. If browser access is not enabled,
users will not be able to log into the unit via their browsers.

If Multiuser Operation is enabled, up to 32 users can simultaneously
access the KN2108 / KN2116.

47



KN2108 / KN2116 User Manual

I/O Modules
Upgrade:

Upgrade allows you to upgrade the 1/0 firmware of selected ports. When you
click Upgrade..., a dialog box similar to the one below appears:

Upgrade 170 Firmware
I+ &1 Ha connection
Iv &z Ha connection
FES: U1.22 P5-2 V14
¥ 64 o connection

Wesuizzesze [ wi4T
¥eevizzpse [ WIAT
¥ &7: u1.21 use [ %E
¥ B2 U121 s %tz
IV o9 wize sunuse [ WAl

¥ 18 [ Moconnestion
¥ 11 [ FMoconmection
V12 [ WNoconnection
¥ 1z [ HMocomnection
v 14 [ Moconnestion
¥ 15 [ FMoconmection
IV 1e [ WNoconnection

¥ celect a1 Upgrade Cloge |

1. Select the ports you want to upgrade.

Note: The port’s status is displayed in the field to its right.

2. Click Upgrade to perform the upgrade.

Note: To leave the dialog box without performing an upgrade, click Close.
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Attributes:

Attributes allows you to set attribute parameters for each of the ports. When
you click Attributes..., a dialog box similar to the one below appears:

Setting I/0 Module Attributes

gedfddddddddddd

+ The port numbers are listed in the column on the left. The port's attributes
are shown to its right. The purpose of each attribute is described below:

Attribute Purpose

Cable Specifies the Cat5 cable length that is used to connect the

(Comp.) computer to the port. Choices are Short (less than 20m),
Medium (20-30m), and Long (greater than 30m). The default is
Short.

oS Specifies the operating system that the computer on the
connected port is using. Choices are Windows, MacOS, and
Sun Solaris. The default is Windows.

Lang Selects the OS language that the computer on the connected
port is using. Choices are English, French, and Japanese. The
default is English.

Share Selects the Share Mode for the port. Choices are Exclusive,

Occupy, and Share, as explained in the Share Attribute Table,
that follows.

(Continues on next page.)
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+ The Timeout field sets a time threshold for users on ports whose Share
Mode has been set to Occupy (see Occupy:, page 50). If there is no activity
from the user occupying the port for the amount of time set here, the user
is timed out and the port is released. The first user to send keyboard or
mouse input after the port has been released gets to occupy the port.

Input a value from 0 to 255 seconds. The default is 3 seconds. A setting of
0 causes the port to be released the instant there is no input.

Share Mode Attribute Table:

Attribute Action

Exclusive: The first user to occupy the port has exclusive control over it. No
other user can view or access it.

Occupy: The first user to occupy the port has control over it. Up to 31
additional users can view its video output, however. The Timeout
function discussed on page 50 applies to ports that have this
setting.

Share: Allows up to 32 users to simultaneously share control over the
port. User input is placed in a queue and executed on a first
sequentially. In addition, a user can access the KN2108 / KN2116's
Message Board function to gain control of the keyboard and
mouse, or keyboard, video, and mouse of a Share designated port.
See The Message Board, page 76.

Changing an Attribute:
To change an attribute for a port, double click it. A screen similar to the one
below appears:

i e
= Engish € Exclusive
 French  Dccupy
€ Japanese % Shae

_ | _Coneol |

I'lﬂ_..l'ﬂl_'l'l_ﬂwl__l'ﬂﬂ_

Tmeou(0-25) P _tesly | _Cancel |
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1. Select the desired attributes for the port, then click OK. You return to the
previous screen (Setting I/0 Module Attributes). To exit without saving
your changes, click Cancel.

2. When you return to the previous screen, click Apply to keep your changes.
To exit without saving your changes, click Cancel.

Miscellaneous

The functions performed by the remaining elements at the bottom of the screen
are described in the table, below:

Parameter

Explanation

Reset on Exit

Placing a check here causes the KN2108 / KN2116 to reset itself
and implement all the new changes when you log out. Following the
reset, wait approximately 30 to 60 seconds before logging back in.
For example, if you change the IP address in the Network dialog
box, you must open this page and enable Reset on exit before
logging out. Otherwise, the change will not take effect

Reset Values

Clicking this button undoes all changes that have been made to the
Configuration and Administration pages (except for the Port Names
that were assigned to the Ports - see Port Names, page 32) and
returns the parameters to the original factory default settings

(see OSD Factory Default Settings, page 116).

Clear Name List

This function is similar to Reset Values. The difference is that it also
clears the Port Name settings at the same time that it undoes all
changes and returns the setup to the original factory default
settings.
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Date/Time

The Date/Time dialog box lets the Administrator set up the KN2108 /
KN2116's time parameters:

— Time Zone: I Daylight Savings Time
08 Taipei =

— Date:

January, 2004

Sun Mon Tue Wed Thu Fri  Sat

1 3
4 5 6 7 8 85 10
n 12 13 ¥4 B 1B 17
B8 18 20 21 2 23 M
2% % X 28 23 W AN

e

)m Synchronize |

(ﬁ)@w#%%#@

To establish the time zone that the switch is located in, drop down the
Time Zone list and choose the city that most closely corresponds to where

itis at.

To set the year and day, use the Calendar graphic.

+ Clicking << or >> moves you backward or forward a year.
¢ Clicking < or > moves you backward or forward a month.
+ After you have set the year and month, click on the day.
To set the time, use the 24 hour HH:MM:SS format.

Click Synchronize to save your changes. Leave the screen without
clicking Synchronize to abandon your changes.
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Upgrading the Firmware

As new versions of the KN2108 / KN2116 firmware become available, they
can be downloaded from our website. Check the web site regularly to find the
latest information and packages.

Note: Although upgrading the firmware isn’t on the OSD Administration
page, it is an administration function, so we will discuss it in this
chapter.

To upgrade the firmware, do the following:

1. Download the new firmware file to a computer that is not part of your
KN2108 / KN2116 installation.

2. From that computer, open your browser and log in to the KN2108 / KN2116.

3. Click the Firmware icon (see p. 56) to open the Firmware configuration
dialog box:

Firmwamre Fike:

I Browss... |
Upload |

4. Click Browse; navigate to the directory that the new firmware file is in
and select the file.

5. Click Upload.

6. After the upload completes, click the Logout icon at the top right of the
web page to exit and reset the KN2108 / KN2116.
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This Page Intentionally Left Blank
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Overview

KN2108 / KN2116 computer control and switching operations are governed by
an On Screen Display (OSD) interface. The OSD can be accessed remotely
with a Windows-based client, or a Java-based client. To connect to the switch
and bring up its OSD you must log in from an internet browser.

Logging In
To log in from an internet browser:

1. Open the browser and specify the IP address of the KN2108 / KN2116 you
want to access in the browser's URL location bar.

Note: If you don't know the IP address, get it from the administrator.

2. When the Security Alert dialog box appears, accept the certificate.
A login page appears:

KH2116 Login
Usemames: I
Password: I

Laogin I Ressat I

ALTUSCN

Connect Withoeut Limiia™
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3. Provide a valid Username and Password (set up by the administrator), then
Click Login to continue.

Note: 1. If you supply an invalid login, the authentication routine will
return a message stating, Invalid Username or Password. Please
try again. If you exceed the number of login failures set by the
administrator, a message stating that The page cannot be
displayed, appears. This is done to confuse and discourage
hackers from trying to discover a valid Username and Password.
If you see this message, try logging in again being careful with the
Username and Password.

2. If you are the Administrator and are logging in for the first time,
use the default Username: administrator; and the default
Password: password. For security purposes, we strongly
recommend you remove these and give yourself a unique
Username and Password (see User Management, page 36).

After you have successfully logged in, the KN2108 / KN2116 Main Web Page
appears with the General dialog box displayed:

ALTUSEN

Note: This is the same screen that appears whenever you click the General
icon at the top left of the page.
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Web Page Layout

The General Dialog Box

An explanation of the dialog box fields is given in the table below:

Field

Purpose

Device Name:

To make it easier to manage installations that have more than one
KN2108 / KN2116, each one can be given a name. The name that
was assigned by the administrator to this unit displays here.

MAC Address:

The KN2108 / KN2116's MAC Address displays here.

Firmware Version

Indicates the KN2108 / KN2116's current firmware version level.
New versions of the firmware can be downloaded from our website
as they become available, (see Upgrading the Firmware, page 53).

Reset on Exit:

To save any configuration/administration changes that you have
made in the OSD, place a check here to have the KN2108 /
KN2116 implement the changes you have made and reset itself
when you log out.

Note: This checkbox is only enabled for users who have
administration privileges.

Web Page Icons

The purpose of the other icons at the top of the web page are explained in the

table below:
Icon Function
Sync Click this icon to sync the KN2108 / KN2116's time with your
computer’s time:
¢ |f both are in the same timezone, the device’s time is changed to
match the computer’s time.
¢ [f they are in different timezones, the device’s time is changed to
match the computer’s, except the timezone difference is still
maintained.
Firmware Click this icon to install new versions of the KN2108 / KN2116's
firmware. See page 53 for details.
Note: The Firmware icon only displays for users with
administrative permission. It doesn't appear on the web pages of
users who don't have the proper permission.
Logout Click this icon to log out and end your KN2108 / KN2116 session.
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Web Page Buttons

The purpose of the buttons at the left of the web page are explained in the table
below:

Icon

Function

Windows Client

Click this button to download the Windows Client software to
remotely control the connected server (or servers via a KVM
switch).

Note: This Windows Client isn't permanent. It is removed when
you exit the program. You must download a new Windows
Client each time you log in from your browser.

Java Client

For platform independence, the Java client allows users that
have Java installed to connect to the KN2108 / KN2116. Click
this button to download the Java Client software to remotely
control the connected server (or servers via a KVM switch).

Note: This Java Client isn't permanent. It is removed when you
exit the program. You must download a new Java Client each
time you log in from your browser.

Windows Client

I

In some instances, administrators don't want the KN2108 /
KN2116 to be accessible by browser. Clicking this button allows
the user to download the API version of the Windows Client.
Once a user has downloaded the API program, the
administrator can turn off browser access. API operation is
discussed in Chapter 9.

B eva cient ]

In some instances, administrators don't want the KN2108 /
KN2116 to be accessible by browser. Clicking this button allows
the user to download the API version of the Java Client. Once a
user has downloaded the API program, the administrator can
turn off browser access. API operation is discussed in

chapter 9.

Log Server

Clicking this button allows the administrator to download and
install the Log Server application. See Chapter 8 for Log Server
details.

If a Power Over the NET™ (PON) module is connected to the
KN2108 / KN2116, clicking this button brings up its interface.

Log

All the events that take place on the KN2108 / KN2116 are
recorded in a log file. Clicking this icon displays the contents of
the log file.
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Activating the Browser OSD

After you have successfully logged in (see Logging In, page 55), to activate the
browser based Windows Client OSD do the following:

1. Click the Windows Client button (the one without the arrow) at the left of
the web page.

Note: 1. You must have DirectX 7.0 or higher installed on your computer.
If not, the Windows Client will not load. If you don't already have
it, DirectX is available for free download from Microsoft's web
site: http://www.microsoft.com/downloads.

2. The Windows Client button with the arrow is for running the AP
version of the Windows Client (see AP Operation, page 99).

2. Accept the security certificates.

3. When the browser dialog asks whether to run or save the program file,
click Run.

Note: 1. If the browser cannot run the file, save it to disk, instead. Then,
with your browser still open to the KN2108 / KN2116 web page,
run the file from your disk.

2. If you use the save to disk method, for security purposes, you
cannot simply run a previously downloaded version of the
program. Each time you want to access the KN2108 / KN2116,
you must log in to the web page with a valid username and
password to download a fresh copy of the program.
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4. When a connection to the KN2108 / KN2116 has been established a screen
similar to the one below appears:

Win32 Client 1.0.072 x|

ALTUSCN Cornected to 10.0.13.40, =]
*in3z Client 1.0.072
—_—
I~ Full Screen Mode

™ Eeep Screen Size

Exit

+ If Full Screen Mode is enabled (there is a checkmark in the box), the
remote display fills the entire screen of your local monitor.

+ If Full Screen Mode is not enabled (there is no checkmark in the box),
the remote display appears as a window on your desktop. If the remote
screen is larger than what is able to fit in the window, move the mouse
pointer to the screen border that is closest to the area you want to view
and the screen will scroll.

+ If Keep Screen Size is not enabled (there is no checkmark in the box),
the remote screen is resized to fit the resolution of your local monitor.

+ If Keep Screen Size is enabled (there is a checkmark in the box), the
remote screen is not resized.

+ If the remote resolution is smaller, its display appears like a
window centered on your screen.

+ If the remote resolution is larger, its display is centered on your
screen. To access the areas that are off screen, move the mouse to
the corner of the screen that is closest to the area you want to view
and the screen will scroll.

5. Click Switch to bring up the OSD.
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The Main Page

The OSD comes up with the Main page visible:

KH2116 Main [E1=]

tdain | Configuration | Adminiztration |

- B [01] ATEN il 1
- B [02] ATEN I, 2
- B [03] ATENInd, 3
- B [04] Mail Server 1
- & [05] Mail Server 2
- B [06]

- B (7]

- B [08] Web Server 1
- & [09] Weh Server 2
- B0

-8

-~ B [12] RED 1

- B3]

- B[4

-~ B8]

- B [16]

+ The Main Page lists all of the KN2108 / KN2116's ports. You access the
computers connected to its ports by selecting them on this page. Details
regarding the meaning and operation of the main page elements are
provided in the Administration chapter (see The Main Page, page 29).

+ There are two buttons at the upper right of the dialog box:

+ Clicking the left button closes the OSD display and logs you out of the
KN2108 / KN2116 session.

+ Clicking the right button closes the OSD display but does not log you
out of the session. You can bring the display back with the OSD
hotkeys (see OSD Hotkey, page 80).

Note: 1. The Administration tab is disabled for users who don't have
administration permission. For those who do have administration
permission, administration operations are discussed in Chapter 3.

2. There isasmall Windows Client Control Panel at the lower right. The
control panel is discussed in detail on p. 69.
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Port Operation

Select a port on the OSD Main Screen either by moving the highlight bar to it
with the Up and Down Arrow keys and pressing Enter, or by Double Clicking
it. Once you select a port, its screen displays on your monitor, and your
keyboard and mouse input affects the remote system.

The OSD Toolbar

The OSD provides a toolbar to help you control the KN2108 / KN2116 from
within the captured port. To bring up the toolbar, tap the OSD Hotkey (Scroll
Lock or Ctrl), twice. The toolbar appears at the upper left corner of the screen:

hMuenwEXED 2 4 Mail Server 1]

Depending on the settings that were selected for ID Display (see page 80), the
Port Number and/or the Port Name display at the right of the toolbar. The
meanings of the toolbar icons are given in a table on page 63.

Note: When the toolbar displays, mouse input is confined to the toolbar area
and keyboard input has no effect. To carry out operations on the
computer connected to the port, you must recall the OSD and select the
port again.

Recalling the OSD

To dismiss the toolbar and bring back the OSD display (the Main,
Configuration, and Administration pages), tap the OSD Hotkey once. The OSD
Toolbar disappears, and the main OSD display reappears.

OSD Hotkey Summary Table

The following table presents a summary of the OSD Hotkey actions. See OSD
Hotkey, page 80 to set the OSD Hotkey.

To... When... Do This...
Open the OSD Toolbar | The OSD Toolbar is not open | Click the OSD Hotkey twice
Open the OSD The OSD Toolbar is open Click the OSD Hotkey once
Open the OSD The OSD Toolbar is not open | Click the OSD Hotkey three
times
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The Toolbar Icons

The meanings of the toolbar icons are explained in the table below.

Icon

Purpose

+

Drag this icon to move the toolbar to a different location.

Click to skip to the first accessible port on the entire installation
without having to invoke the OSD.

Click to skip to the first accessible port previous to the current
one without having to invoke the OSD.

Click to begin Auto Scan Mode. The KN2108 / KN2116
automatically switches among the ports that were selected for
Auto Scanning under the Scan Select function (see page 80).
This allows you to monitor their activity without having to switch
among them manually.

Click to skip from the current port to the next accessible one
without having to invoke the OSD.

Click to skip from the current port to the last accessible port on
the entire installation without having to invoke the OSD.

Click to bring up the OSD.

Click to close the toolbar.

Click to logout and exit the Windows Client application.

Click to invoke Panel Array Mode (see Panel Array Mode,
page 66).

Clicking this button cycles you through the I/O module's
compensation mode choices (Short, Medium, Long) depending
on the length of cable used to connect a device to the KN2108 /
KN2116. The length of the line in the icon changes to indicate
which choice is selected.

Note: The administrator selects which ports are accessible to each user with
the User Management function, (see p. 36 for details).

63



KN2108 / KN2116 User Manual

Hotkey Operation Overview

Hotkeys allow you to provide KVVM focus to a port directly from the keyboard.
The KN2108 / KN2116 provides the following hotkey features:

¢ Auto Scanning
+ Skip Mode Switching

Note: 1. The hotkeys are: A and P for Auto Scanning; and the Arrow Keys for
Skip Mode Switching.

2. In order for hotkey operations to take place, the OSD toolbar must be
visible (see Port Operation, page 62).

3. When the OSD toolbar is visible, the hotkeys cannot be used for
normal purposes. To use the hotkey keys for normal purposes, you
must close the OSD toolbar.

Auto Scanning

The Auto Scan function automatically switches among all the ports that are
accessible to the currently logged on user at regular intervals, so that he can
monitor their activity automatically. (See Scan Select, page 80, for information
regarding accessible ports).

Setting the Scan Interval:

The Scan Interval (the amount of time Auto Scan dwells on each port) is set
with the Scan Duration setting (see Scan Duration, page 80).

Invoking Auto Scan:

To start Auto Scanning, with the OSD toolbar showing, tap the A key. The
Auto Scan function cycles through the ports in order - starting from the first
port on the installation. An appears in front of the Port ID Display to
indicate that the port is being accessed under Auto Scan Mode.
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Pausing Auto Scan:

While you are in Auto Scan Mode, you can pause the scanning in order to keep
the focus on a particular computer by pressing P. During the time that Auto
Scanning is paused, the S in front of the Port ID blinks On and Off.

Pausing when you want to keep the focus on a particular computer can be more
convenient than exiting Auto Scan Mode because when you Resume scanning,
you start from where you left off. If, on the other hand, you were to exit and
then restart Auto Scan Mode, the scanning would start over from the very first
computer on the installation.

To Resume Auto Scanning after a pause, press any key except [Esc] or the
[Spacebar]. Scanning continues from where it left off.

Exiting Auto Scan Mode:

While Auto Scan Mode is in effect, ordinary keyboard functions are
suspended. You must exit Auto Scan Mode in order to regain normal control
of the keyboard. To exit Auto Scan Mode press [Esc] or the [Spacebar]. Auto
Scanning stops when you exit Auto Scan Mode.

Skip Mode

Skip Mode allows you to switch ports in order to monitor the computers
manually. You can dwell on a particular port for as long or as little as you like
- as opposed to Auto Scanning, which automatically switches after a fixed
interval. The Skip Mode hotkeys are the four Arrow keys. Their operation is
explained in the table below:

Arrow Action

<« Skips from the current port to the first accessible port previous to it.
(See Scan Select, page 80, for information regarding accessible ports.)

- Skips from the current port to the first accessible port that comes after it.

1T Skips from the current port to the very first accessible port on the
installation.

J Skips from the current port to the very last accessible port on the
installation.
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Panel Array Mode

Clicking the OSD Toolbar's Panel icon invokes Panel Array Mode. Under this
mode, the OSD divides your screen into a 2 x 4 grid of 8 panels (KN2108), or
a4 x 4 grid of 16 panels (KN2116):

ELELL T TE
Back 4 ports

Fort 10: , No video, Power off, Full access,

Each panel represents one of the KN2108 / KN2116's ports. Starting with
Port 1 at the upper left; going from left to right; top to bottom; Port 8
(KN2108), or Port 16 (KN2116), is at the lower right.

When the Array is first invoked, it scans through each of the ports that were
selected for Auto Scanning under the Configuration page's Scan Select
function (see page 80), and displays information about the port (port name,
resolution, on line status, port access status), at the bottom of the panel.

The number of panels in the array (16, 9, 4, or 1) can be selected by
clicking Show More Ports, and Show Fewer Ports on the panel array
toolbar (see the following page).

If the computer connected to a port is on line, its screen displays in its
panel, otherwise the panel is blank.

Only ports that are accessible to the currently logged in user (see Port
Access, page 38), are displayed. For ports that are not accessible, the panel
is blank.

If you move the mouse pointer over a panel, information about the port
displays at the bottom of the panel.
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+ You can access a computer connected to a port by moving the mouse
pointer over its panel and clicking. You switch to the computer exactly as
if you had selected it from the OSD Main screen.

+ The panel array toolbar, at the lower right of the screen, provides shortcut
navigation and control of the panel array as described in the diagram
below:

Previous port MNext port

Back 4 ports Ahead 4 ponts
Show more ports

Pause e.canmng / Show fewer ports

@IIHIHH'HI'F-‘P&

Back 4 ports.
Move the toolbar /
Toggle 4: 3 ratio
Toolbar hints Exit
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Multiuser Operation

The KN2108 / KN2116 supports multiuser operation. Up to 32 users can log in
at the same time. When multiple users simultaneously access the KN2108 /
KN2116 switch from remote consoles, the rules of precedence that apply are
shown in the following table:

Operation Rule

General Once a user invokes the OSD, no other user can invoke it
until the original user closes it.

Auto Scan Mode If a user has invoked Auto Scan Mode (see page 64), but
the OSD has not been invoked, another user can interrupt
Auto Scan Mode by invoking the OSD.

Panel Array Mode * Once a user has invoked Panel Array Mode (see

page 66), all successive users automatically enter Panel
Array Mode. Panel Array Mode continues until the original
user stops it. (Administrators can override Panel Array
Mode, however.)

¢ Only the user who starts Panel Array Mode can use the
Skip Mode (see page 65), function.

¢ Only the user who starts Panel Array Mode can switch
ports. Other users automatically switch to the ports that
the original user selects. However, if an individual user
does not have access rights to the port that the original
users switches to, he will not be able to view that.

¢ Individual users can increase or decrease the number of
panels they wish to view in Panel Array Mode; however,
the picture quality may decrease as the number of panels
decreases.

Note: 1. The KN2108 / KN2116 only supports two remote buses. The first,
third, fifth, etc., users to log in are all on one bus; the second, fourth,
sixth, etc., users to log in are all on the other bus. When a user changes
to a port everyone on the same bus changes to that port, as well.

2. We recommend that the user who starts Panel Array Mode set it to
display at least four panels. Otherwise, it is possible that the other
users may only receive part of the picture.
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Windows Client Control Panel

The Windows Client Control Panel consists of an icon bar at the top, with two
text bars below it (refer back to the figure on page 61). Initially, the text bars
display the video resolution and IP address of the device at the remote location.
As the mouse pointer moves over the icons in the icon bar, however, the text
bar information changes to describe the icon's function. The functions that the
icons perform are described in the table below.

Icon

Function

Drag the OSD display to another position on the screen by clicking
and holding on the hand while you move the mouse.

Click to bring up the Hotkey Setup dialog box (see page 70).

Click to bring up the Video Adjustment dialog box (see page 73).
Right click to do a fast Auto Sync (see Auto-Sync, page 74).

Click to open the message board (see The Message Board,
page 76).

Click to exit Windows Client control of the remote unit.

(Space)

Hover over the empty space on the Control Panel to see the video
resolution and IP address of the device at the remote location.

o900

These LEDs show the Num Lock, Caps Lock, and Scroll Lock
status of the remote computer. Click on an icon to toggle its status.

Note: When you first connect, the LED display may not be
accurate. To be sure, click on the LEDs to set them.

The Hotkey Setup, Video Adjustment, and Panel Array functions are discussed
in the sections that follow.
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Hotkey Setup

Various configuration actions related to the keyboard, video, and mouse can be
performed via hotkey combinations. The Hotkey setup utility is accessed by
clicking the Keyboard icon on the Control Panel. The actions performed by the
Hotkeys are listed in the left column; the currently defined keys that invoke the
actions are shown in the column to the right.

Actions: Hotkeys:
Adiust video, FEFEF7.
Toggle 050, FA.F10.F11.
Toggle mouse display. F11 F10.F3.
Adjust mouse. FB.F7.FE.
Substitute Alt Key. F1z.
Substitute Chil Key. LCl.
Keps: I
Start | Stop | Sef |
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Hotkey Actions:

An explanation of the actions is given in the table, below:

Action

Explanation

Exit remote location

Breaks the connection to the KN2116 and returns you to
local operation.

Adjust Video

Brings up the video adjustment utility (see page 73).

Toggle OSD

Toggles the OSD display Off and On.

Toggle mouse display

If you find the display of the two mouse pointers (local and
remote) to be confusing or annoying, you can use this
function to shrink the non-functioning pointer down to a
barely-noticeable tiny circle - which can be ignored. Since
this function is a toggle, use the hotkeys again to bring the
mouse display back to its original configuration.

Adjust mouse

This utility synchronizes the local and remote mouse
movements following a video resolution change. After
invoking this utility, simply click the local mouse pointer on
top of the remote mouse pointer.

Substitute Alt key

Although all other keyboard input is captured and sent to the
KN2116, [Alt + Tab] and [Ctrl + Alt + Del] work on your local
computer. In order to implement their effects on the remote
system, a function key is substituted for the Alt key. If you
substitute the F12 key, for example, you would use [F12 +
Tab] and [Ctrl + F12 + Del].

Substitute Ctrl key

If your local computer captures Ctrl key combinations,
preventing them from being sent to the remote system, you
can implement their effects on the remote system by
specifying a function key to substitute for the Ctrl key. If you
substitute the F11 key, for example, pressing [F11 + 5]
would appear to the remote system as [Ctrl + 5].

Note: To invoke an action, you must press and release the keys one key at a

time.
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Hotkey Configuration:

If you find the default Hotkey combinations inconvenient, you can configure
them to whatever suits your taste, as follows:

1. Highlight the Action, then click Start.

2. Key inthe Function keys (one at a time). The key names appear in the Key
field as you press them.

3. When you have finished keying in your sequence, click Stop.
4. Click Set.

Note: 1. You can use the same function keys for more than one action, as long
as the first key is not the same. For example, you can use F1 F2 F3 for
one action, and F2 F1 F3 for another, but not F1 F3 F2.

2. When the KN2108 / KN2116 is being accessed with Win 98 under
Full Screen Mode, if you mistakenly press [Ctrl + Alt + Del], you will
have to exit the Windows Client (by clicking the arrow on the Control
Panel), and restart the Windows Client from the Main Web Page.

Mouse Synchronization:

Until you close the KN2108 / KN2116 connection, mouse movements have no
effect on your local system, but are captured and sent to the remote system,
instead.

From time to time, especially if you change video resolution, the local mouse
movement may no longer be synchronized with the remote system's mouse
pointer. There are three methods that can be used to bring the two pointers back
into sync:

+ Moving the mouse pointer into the Control Panel and then moving it back
out again.

¢ Performing an Auto Sync with the Video Adjustment function (seeVideo
Settings, page 73 for details).

+ Invoking the Adjust Mouse function (see Adjust mouse, page 71 for
details).

If none of the above procedures resolve the problem, see Additional Mouse
Synchronization Procedures, page 113.
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Video Settings

General:

You can adjust the placement and the picture quality of the remote screen (as
displayed on your local monitor) with the Video Options function. To do so,
either click on the Hammer icon on the Control Panel, or use the Adjust Video
hotkeys (see page 71). The following screen appears:

Video Options:
Screenposion (RGB: |
RedGain [
t — —
- GreenGain [ [

Blue Gaine [ J_

Auln-Syncl

[ Gamma;

[T | A

Hire Ma

L e

[ Bandwidth Control

e [T

High Low

Cancel
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The meanings of the adjustment options are given in the table below:

Option

Usage

Screen Position

Adjust the horizontal and vertical position of the remote
computer window by clicking the Arrow buttons.

Auto-Sync

Click Auto-Sync to have the utility detect the vertical and
horizontal offset values of the remote screen and automatically
synchronize it with the local screen.

If the local and remote mouse pointers are out of sync, in most
cases performing this function will bring them back into sync.

Note: This function works best with a bright screen.

If you are not satisfied with the results, use the Screen position
arrows to position the remote display manually.

RGB

Drag the slider bars to adjust the RGB (Red, Green, Blue)
values. When an RGB value is increased, the RGB component
of the image is correspondingly increased.

Gamma

This section allows you to adjust the video display's gamma
level. This function is discussed in detail in the next section,
Gamma Adjustment.

Video Quality

Drag the slider bar to adjust the overall Video Quality. Values
can be from 20 to 100. The larger the value, the clearer the
picture and the more video data goes through the network.
Depending on the network bandwidth, a high value may
adversely effect response time.

Bandwidth Control

This setting adjusts the ratio between picture quality and
network speed. For slow data connections, drag the slider bar
to a lower setting to decrease the amount of video data
transferred. This ensures screen refresh at workable speeds.
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Gamma Adjustment

If it is necessary to correct the gamma level for the remote video display, use
the Gamma function of the Video Adjustment dialog box.

Under Basic configuration, there are 7 preset levels to choose from. Drop down
the list box and choose the most suitable one. For greater control, clicking the
Advanced button brings up the following dialog box:

Video Options

Sereen position: | AIGE
RedGain. [

t ——

- _u-_b[ Green G [—— [~

Buear [ [

[:000 000 |

Aulo—Syncl

Gamm:
[ [Defaut =l |

Mz

ity
Wideo Quality: |

BandwidhCortiol |
I T Saveds | Reset
LD Low Userdef 1 ¥
oK Cancel

¢ Click and drag the diagonal line at as many points as you wish to achieve
the display output you desire.

+ Click Save As to save up to four configurations derived from this method.
Saved configurations can be recalled from the list box at a future time.

+ Click Reset to abandon any changes and return the gamma line to its
original diagonal position.

+ Click OK to save your changes and close the dialog box.
¢ Click Cancel to abandon your changes and close the dialog box.
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The Message Board

The KN2108 / KN2116 supports multiple user logins, which can possibly give
rise to access conflicts. To alleviate this problem, a message board feature has
been provided, allowing users to communicate with each other.

The message board functions much like an internet chat program does. When
you click the Message Board icon on the Windows Client Control Panel (see
page 69), a screen similar to the one below appears:

Button Bar

el ==

[ I

i1

Message Display
Panel

.l \j_l

Compose Panel

User List
Panel
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The Button Bar

The buttons on the Button Bar are toggles. Their actions are described in the

table below:

Button

Action

e

Enable/Disable Chat. When disabled, messages posted to the
board are not displayed. The button is shadowed when Chat is
disabled. The icon displays next to the user's name in the User
List panel when he has disabled Chat.

[

Occupy/Release Keyboard/Video/Mouse. When you Occupy the
KVM, other users cannot see the video, and cannot input
keyboard or mouse data. The button is shadowed when the KVM
is occupied. The icon displays next to the user's name in the
User List panel when he has occupied the KVM.

i

Occupy/Release Keyboard/Mouse. When you Occupy the KM,
other users can see the video, but cannot input keyboard or
mouse data. The button is shadowed when the KM is occupied.
The icon displays next to the user's name in the User List panel
when he has occupied the KM.

Show/Hide User List. When you Hide the User List, the User List
panel closes. The button is shadowed when the User List is
open.

Message Display Panel

Messages that users post to the board - as well as system messages - display in
this panel. If you disable Chat, however, messages that get posted to the board

won't appear.

Compose Panel

Key in the messages that you want to post to the board in this panel. Click Send,
or press [Enter] to post the message to the board.
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User List Panel

The names of all the logged in users are listed in this panel.
+ Your name appears in olive; other users' names appear in green.

+ By default, messages are posted to all users. To post a message to one
individual user, select the user's name before sending your message.

+ If auser's name is selected, and you want to post a message to all users,
select All Users before sending your message.

+ If a user has disabled Chat, its icon displays before the user's name to
indicate so.

+ If a user has occupied the KVM or the KM, its icon displays before the
user's name to indicate so.

Message Board x|
User @0.0,0.0 log out, (20 USEI§ :
ser rif111 log in, 28 (2 administrator
Mif111
B |
Send
[
|administrator accupied Ky,
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The Configuration Page

The OSD Configuration page allows users to set up their own, individual,
working environments. The KN2108 / KN2116 stores a separate configuration
record for each user profile, and sets up the working configuration according
to the Username that was keyed into the Login dialog box.

KM2116 Configuration [E:f x|

Main Adminiztration |
B 05D HotKey:  J[Serol LackScrollLack = |
\@ 1D Dizplay: IW
10 Duration: |5— IEC
% SoanSeleat:  |AI LI
\@ Sizan Duration: I‘ID— IEC
gz Screen Blanker:lﬂ— ity
o Logout Timeout:lg‘ﬂ— iry
L Beeper: @« 0N  OFF

Change Pazzword. .. |
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The Configuration page settings are explained in the following table:

Setting

Function

OSD Hotkey

Selects which Hotkey controls the OSD function: [Scroll Lock]
[Scroll Lock], or [Ctrl] [Ctrl]. Since the Ctrl key combination may
conflict with programs running on the computers, the default is the
Scroll Lock combination.

ID Display

Selects how the Port ID is displayed: the Port Number alone
(PORT NUMBER); the Port Name alone (PORT NAME); or the
Port Number plus the Port Name (PORT NUMBER + PORT
NAME). The default is PORT NUMBER + PORT NAME.

ID Duration

Determines how long a Port ID displays on the monitor after a port
change has taken place. You can choose an amount from 1 ~ 255
seconds. The default is 3 Seconds.

Scan Select

Selects which computers will be accessed under Auto Scan Mode
(see Auto Scanning, page 64). Choices are: ALL - All the Ports
which have been set Accessible (see Port Access, page 38);
POWERED ON - Only those Ports which have been set
Accessible and are Powered On; QUICK VIEW - Only those Ports
which have been set Accessible and have been selected as Quick
View Ports (see Quick View Ports, page 29); QUICK VIEW +
POWERED ON - Only those Ports which have been set
Accessible and have been selected as Quick View Ports and are
Powered On. The default is ALL.

Scan Duration

Determines how long the focus dwells on each port as it cycles
through the selected ports in Auto Scan Mode (see Auto
Scanning, page 64). Key in a value from 1 ~ 255 seconds. The
default is 5 seconds; a setting of O disables the Scan function.

Screen Blanker

If there is no input from the console for the amount of time set with
this function, the screen is blanked. Key in a value from 1 ~ 30
minutes. A setting of O disables this function. The default is 0
(disabled).

Logout Timeout

If there is no Operator input for the amount of time set with this
function, the Operator is automatically logged out. A login is
necessary before the KN2108 / KN2116 can be accessed again.

Beeper

When set to ON, the beeper sounds whenever a Port is changed;
when activating the Auto Scan function (see Auto Scanning,
page 64); or an invalid entry is made on an OSD menu. The
default is ON.

Change Password

Clicking this button brings up a dialog box that allows users to
change their passwords.
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Activating the Browser OSD

After you have successfully logged in (see p. 55), to activate the browser Java
Client OSD do the following:

1. Click the Java Client button (the one without the arrow) at the left of the
web page.

Note: 1. You must have Sun's Java 2 JRE 1.4.2 or higher installed on your
computer. Java is available for free download from the Sun Java
website: http://java.sun.com.

2. The Java Client button with the arrow is for running the AP
version of the Java Client (See The Java Client, page 106).

2. Accept the security certificates.

3. When the browser dialog asks what to do with the program file, click
Open.

Note: 1. If the browser cannot run the file, save it to disk, instead. Then,
with your browser still open to the KN2108 / KN2116 web page,
run the file from your disk.

2. If you use the save to disk method, for security purposes, you
cannot simply run a previously downloaded version of the
browser-based Java client. Each time you want to access the
KN2108 / KN2116, you must log in to the web page with a valid
username and password to download a fresh copy of the program.
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When you bring up the OSD, the Main Screen comes up in the center of your
monitor.

KN2116 Main (e <]

ain | Configuration | Adminiztration |

- [ [01] ATEN I, 1

- (& [02] ATEMIntl, 2
- B0 [03] ATENIntl, 3
- B0 [04] Mail Server 1
- (& [05] Mail Server 2
... 3 [06]

. @ [07]

- B0 [08] Web Server 1
- B0 [09] Web Server 2
- 8 [10]

@ [1 1]

- BD[12] ReD 1

- B [13] ReD 2

- B0 [14] Tech Suppart
- B[18]

- B [16]

This is the same OSD Main Screen that appears when the Windows Client is
invoked. For an explanation of this screen see The Main Page, page 61.

The Java Client Control Panel

Instead of a control panel like the one that the Windows Client uses, the Java
Client has a hidden control panel, located at the bottom center of the screen.
The panel becomes visible when the mouse pointer is moved over it.

Message Lock Screen
Keypad Board LEDs Mode Exit

AN \ \ NN
\ OO S e6

\\ N N

Video Mouse Resolution Help
Settings Synchronization

The functions of the Control Panel icons are described in the sections that
follow.
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Video Settings

Clicking this button brings up the Video Settings dialog box:

A Video Settings x|
€ =]
Min Max
Auto-Syne Blue: T

Win i

(e Default | - | ‘ Sebvancedie= ‘

Quality
in i
Banchvidth: [] Enabled = ———
High Lo
O ‘ ‘ Caingel ‘

This is similar to the Windows Client Video Settings dialog box. See Video
Settings, page 73.

Keypad

Some keyboard combinations cannot be x|

captured and sent to the KN2108 / KN2116. In besel

order to implement their effects on the remote

system, this function provides a one click I

implementation of some common window Alt-Tah

control combinations. PrintScm
Tah
Alt
Ctrl

Ctrl-Alt

=
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Mouse Synchronization

At times the local mouse movement may lose sync with the remote mouse
movement. The Mouse Synchronization function gets them back into sync.
There are two methods available to bring the pointers into sync:

1. Click the Mouse Synchronization button; wait for the remote mouse
pointer to move to the upper left corner of the screen; move your local
mouse pointer directly on top of the remote pointer, and click.

2. Move your local mouse pointer over the Java Client Control Panel, and
click.

The Message Board

The KN2108 / KN2116 supports multiple user logins, which can possibly give
rise to access conflicts. To alleviate this problem, a message board feature has
been provided, allowing users to communicate with each other.

The message board functions much like an internet chat program does. When
you click the Message Board icon on the Java Client Control Panel (see

page 82), a screen similar to the one below appears:

Buiton Bar Hida [ Unhida
User List

] Message Enard =
e == / /

fT an users
wir1

Me==ags Display

Banal Uszar List

Fansl

Compose Panel
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The Button Bar

The buttons on the Button Bar are toggles. Their actions are described in the

table below:

Button

Action

€

Enable/Disable Chat. When disabled, messages posted to the
board are not displayed. The button is shadowed when Chat is
disabled. The icon displays next to the user's name in the User List
panel when he has disabled Chat.

2

Occupy/Release Keyboard/Video/Mouse. When you Occupy the
KVM, other users cannot see the video, and cannot input keyboard
or mouse data. The button is shadowed when the KVM is
occupied. The icon displays next to the user's name in the User List
panel when he has occupied the KVM.

Occupy/Release Keyboard/Mouse. When you Occupy the KM,
other users can see the video, but cannot input keyboard or mouse
data. The button is shadowed when the KM is occupied. The icon
displays next to the user's name in the User List panel when he has
occupied the KM.

E Message Board

EHE=

A€ Al Users
"I @ rir111

[rif111 occupied Kvi
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+ Messages that users post to the board - as well as system messages -
display in the Message Display panel. If you disable Chat, however,
messages that get posted to the board won't appear.

+ Key in the messages that you want to post to the board in the Compose
panel. Click Send, to post the message to the board.
+ The names of all the logged in users appear in the User List panel.

+ By default, messages are posted to all users. To post a message to one
individual user, select the user's name before sending your message.

+ [fauser's name is selected, and you want to post a message to all users,
select All Users before sending your message.

+ If a user has disabled Chat, its icon displays before the user's name to
indicate so.

+ [fauser has occupied the KVM or the KM, its icon displays before the
user's name to indicate so.

+ To Hide/Unhide the User List panel, click on the arrows in the panel
separator.

Lock Key LEDs

These LEDs show the Num Lock, Caps Lock, and Scroll Lock status of the
remote computer. They turn Green when the Lock status is On. Click on the
icon to toggle the status.

Note: When you first connect, the LED display may not be accurate. To be
sure, click on the LEDs to set them.

Resolution

The video resolution of the device at the remote location displays directly
below the Lock LEDs.

Question Mark

Clicking this button brings up the online help screen.

Exit

Clicking Exit terminates the Java Client session.
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Port Operation

Java Client port operation is the same as for the Windows Client. See page 62
for port operation details.

Panel Array Mode

Except for some differences in the toolbar, this is very similar to the Windows
Client Panel Array Mode (see page 66 for details). The Java Client Panel Array
Mode Toolbar is shown below:

Skip Back 4 Portsl Show More Ports

Pause \ Show Fewer Ports

WM W =X

Skip Back 1 PortD/ Skip Ahead 4 Ports Exit

Skip Ahead 1 Portl Toggle Ratio

Note: When you click Pause, the Array stops scanning the ports. The button
changes to an arrowhead and its caption changes to Resume. To resume
scanning, click the Resume button.

Hotkey Operation

Hotkey operation is the same as for the Windows Client. See page 64 for
operation details.

The Configuration Page

The Java Client Configuration Page is the same as for the Windows Client. See
page 79 for configuration details.
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The Log File

The Main Screen

The KN2108 / KN2116 logs all the events that take place on it. To view the
contents of the log file, click the Log icon at the left of the web page. A screen
similar to the one below appears:

ALTUSEN

D9:03:38 Usar From DO-00-61-10-A6-T4 10.01.13.68 Altespirg ber kg

00408 Sys: Conrmched with 10.0.13.68 (00-00-61-10-4-74)

M08 Sy Acoass via rendones chent (1P = 100,120,608 MAC = 00-00-61-10-Ar74).
090413 Videu: Sart,

00X Video: Stop.

U949 Sys: Drcornected vath 10,0.13,68 (00-00-61-10:46-T4)

D9:04:46  Sy5: Connected with 10,0.13.68 (00-00-61-10-46-74)

D5clMdh Sy ACCESS vis wrdons cent (1P = 10.0L10068 MAC = D0-00-61- L0-4-74).
D9:0451 Videoo Start.

L windous Cient | e

Rat,
Sy T cad - s i
Sv¥: Convrched with 10001368 (G0-00-61-10--74)
Syt Actess vil e cher {11 = 10.0.13.68 MAC = 00-00-61+10-46-T4).

2 Sys: Conmeched with 10.0.13.68 (00-00-61-10-86-74)
Sy Acess i wkones chert (IF = 10.0.13068 MAC = 00-00-61-10-Ad=T4).

Tewr log

¢ The log file tracks a maximum of 512 events. When the limit is reached,
the oldest events get discarded as new events come in.

+ To clear the log file, click the Clear Log icon at the bottom right of the file.

Note: The Log File is temporary. Its contents are lost when the KN2108 /
KN2116 is turned off or loses power. To have the contents written to a
permanent log file, which is a searchable database, the Log Server needs
to be installed and configured. See Chapter 8 for details.
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Chapter 8
The Log Server

The Windows-based Log Server is an administrative utility that records all the
events that take place on selected KN2108 / KN2116 units and writes them to

a searchable database. This chapter describes how to install and configure the
Log Server.

Installation

1. From the computer that you want to use as the Log Server, open your
browser and log into the KN2108 / KN2116 (see page 55).

2. Click the Log Server button at the left of the web page to start the Log
Server installation program.

3. When the browser dialog asks what to do with the program file, click Run.

Note: If the browser cannot run the file, save it to disk, instead, and run the
file from your disk.

The Log Server installation screen appears:

x

‘Welcome to the
KV¥M over the NET™
LogServer Setup

This program will install the KVM over the NET
LogServer on your computer. We strongly
recommend that you exit all Windows
programs before running this program.

Carc

4. Click Next, and follow the on-screen instructions to complete the
installation and have the Log Server program icon placed on your desktop.
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Starting Up

To bring up the Log Server, either double click the program icon, or key in the
full path to the program on the command line. The first time your run it, a
screen similar to the one below appears:

=TE
Cosfigure vente Opssne el
Recordng. Addeas Pat Connection D | Descriphion.

Note: The MAC address of the Log Server computer must be specified on
the Network page of the Administrator Utility (see Log Server,
page 40).

The screen is divided into three components:
¢ A Menu Bar at the top

+ A panel that will contain a list of KN2108 / KN2116 units in the middle
(see The Log Server Main Screen, page 97).

+ A panel that will contain an Events List at the bottom

Each of the components is explained in the sections that follow.
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The Menu Bar

The Menu bar consists of four items:
+ Configure

+ Events

+ Options

+ Help

These are discussed in the sections that follow.

Note: If the Menu Bar appears to be disabled, click in the KN2108 / KN2116
List window to enable it.

Configure

The Configure menu contains three items: Add; Edit; and Delete. They are
used to add new KN2108 / KN2116 units to the KN2108 / KN2116 List; edit
the information for units already on the list; or delete KN2108 / KN2116 units
from the list.

+ To add a KN2108 / KN2116 to the list, click Add.

+ To edit or delete a listed KN2108 / KN2116, first select the target in the
List window, then open this menu and click Edit or Delete.

When you choose Add or Edit, a dialog box, similar to the one below, appears:

o
Address: Port: (3001
Description: ISewEr Description
Lirnit: 100 Days
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A description of the fields is given in the table, below:

Field Explanation

Address This can either be the IP address of the KN2108 / KN2116 or its DNS
name (if the network administrator has assigned it a DNS name).

Port The Access Port number assigned to the KN2108 / KN2116
(see Access Port, page 39).

Description This field is provided so that you can put in a descriptive reference for
the unit to help identify it.

Limit This specifies the number of days that an event should be kept in the

Log Server's database. Events that exceed the amount of time
specified here can be removed with the Maintenance function
(see Maintenance:, page 95).

Fill in or modify the fields, then click OK to finish.

Events

The Events Menu has two items: Search and Maintenance.

Search:

Search allows you to search for events containing specific words or strings.
When you access this function, a screen, similar to the one below, appears:

x
Search Options———————————  Server List Priority List
% Mew search 1001354 Least
Less
= Search last results Muost

= Search ercluding last results

Start date:

Start time: End date End time: Pattzrm:

0E031d | [131819 2 [awe0a1s | [131519 =

Result:

| |

Server: 10.0.1354 N
03A15/2008[12:01:34) : Loading system setting
03/15/2006(12:01:34) : DHCP: Discovenng..
03/15/2006(12:01:24) : DHCP: Requesting...
03/15/2008(12:01:24] : DHCP: Requesting...
03/15/2008(12.01:34) : DMS zerver 1:10.01.23
03/15/2006[12:01:34) : Accept new [P 10.0.13.54
03/15/2006012:07:49) : User from 00-01-29-5C-13-84 10.0.8.150 scanning port = 445,
0315/2008(12:07:52] : User fram 00-01-29-5C-13-84 10.0.8.150 scanning port = 445, LI

Search | Prirt Exit
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A description of the items is given in the table, below:

Iltem

Description

New search

This is one of three radio buttons that define the scope of the
search. If it is selected, the search is performed on all the
events in the database for the selected KN2108 / KN2116.

Search last results

This is a secondary search performed on the events that
resulted from the previous search.

Search excluding last
results

This is a secondary search performed on all the events in the
database for the selected KN2108 / KN2116 excluding the
events that resulted from the previous search.

KN2108 / KN2116
List:

KN2108 / KN2116 units are listed according to their IP

address. Select the unit that you want to perform the search on
from this list. You can select more than one unit for the search.
If no units are selected, the search is performed on all of them.

Priority Sets the level for how detailed the search results display
should be. 1 is the most general; 3 is the most specific.

Start Date Select the date that you want the search to start from. The
format follows the MM/DD/YYYY convention.

Start Time Select the time that you want the search to start from. The
format follows the HH:MM:SS convention.

End Date Select the date that you want the search to end at.

End Time Select the time that you want the search to end at.

Pattern Key in the pattern that you are searching for here. The multiple
character wildcard (%) is supported. E.g., h%ds would match
hands and hoods.

Results Lists the events that contained matches for the search.

Search Click this button to start the search.

Print Click this button to print the search results.

Exit Click this button to exit the Log Server.

Maintenance:

Records are not automatically erased when their time limit (set with the Limit
setting of the Edit function - see page 94), comes due. They still remain in the
database even though they have exceeded their expiration time. Clicking this
menu item removes those records from the database.
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Options

Network Retry allows you to set the number of seconds that the Log Server
should wait before attempting to connect if its previous attempt to connect
failed. When you click this item, a dialog box, similar to the one below,
appears:

x

Interval: |3D zeconds
[ 4 I Cancel |

Key in the number of seconds, then click OK to finish.
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The Log Server Main Screen

Overview
The Log Server Main Screen is divided into two main panels.

¢ The upper (List) panel lists all of the KN2108 / KN2116 units that have
been selected for the Log Server to track (see Configure, page 93).

+ The lower (Tick) panel displays the tick information for the currently
selected KN2108 / KN2116 (if there are more than one, it is the
highlighted one).

+ Toselect a KN2108 / KN2116 unit in the list, simply click on it.

=TE
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The List Panel
The List panel contains six fields:

Field Explanation

Recording Determines whether the Log Server records the ticks for this
KN2108 / KN2116, or not. If the Recording checkbox is
checked, the field displays Recording, and the ticks are
recorded. If the Recording checkbox is not checked, the field
displays Paused, and the ticks are not recorded.

Note: Even though a KN2108 / KN2116 is not the currently
selected one, if its Recording checkbox is checked, the Log
Server will still record its ticks.

Address This is the IP Address or DNS name that was given to the
KN2108 / KN2116 when it was added to the Log Server
(see Configure, page 93).

Port This is the Access Port number assigned to the KN2108 /
KN2116 (see Configure, page 93).

Connection * |f the Log Server is connected to the KN2108 / KN2116, this
field displays Connected.

¢ |f the Log Server is not connected, this field displays
Waiting. This means that the Log Server's MAC address
has not been set properly. It needs to be set on the Network
page of the Administrator Utility (see page 41).

Days This field displays the number of days that the KN2108 /
KN2116's events are to be kept in the Log Server's database
before expiration (see Configure, page 93).

Description This field displays the descriptive information given for the
KN2108 / KN2116 when it was added to the Log Server
(see Configure, page 93).

The Tick Panel

The lower panel displays tick information for the currently selected KN2108 /
KN2116. Note that if the installation contains more than one switch, even
though a switch isn’t currently selected, if its Recording checkbox is checked,
the Log Server records its tick information and keeps it in its database.
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Chapter 9
AP Operation

Overview

In some cases, the Administrator may not want the KN2108 / KN2116 to be
available via browser access. AP versions of the Windows and the Java Clients
are provided to enable direct access of the KN2108 / KN2116 without having
to go through a browser. The programs are initially downloaded from the
browser page, but after they have been downloaded by the Users, the
Administrator can disable browser access (see Working Mode, page 47).

The Windows Client

Installation
To install the Windows Client on your computer, do the following:

1. Log into the KN2108 / KN2116 with your browser, and click the second
Windows Client button (the one with the arrow). A screen similar to the
one below appears:

File Download - Security Warning ﬂ

Do you want to run or save this file?

Hame: ‘WinClient exe
Type: Application, 474 KB

From: 10.0.13.231

Bun

patentially harm pour computer. |F you da nat trust the source, do not

@ ‘whhile files from the Intermet can be useful, this file type can
1un or save this software. What's the risk?

2. Click Save.

3. Inthe dialog box that comes up, specify a location on your hard disk to
save it to.
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Starting Up

To connect to the KN2108 / KN2116, go to the location on your hard disk that
you saved the Windows Client program to, and double click its icon
(WinClient.exe) to bring up the Windows Client Connection Screen:

A\ Win32 Client 1.0.071 : Default i ] 3

File Tools Help

Server List
Mame ‘ IP ‘ Status
KNZ11E 1001323 Aovailable

e
EIVEr Messzage List

L TR T - =
Port: {3000

Cannect | Dizconnest |

Swiitch b Remate Visw
Change Fassword _I

Note: You must have DirectX 7.0 or higher installed on your computer. If not,
the Client program will not load.

A description of the Connection Screen is given in the following table:

Item Description

Menu Bar The Menu Bar contains three items: File, Tools, and Help.

1. The File Menu allows the operator to Create, Save, and Open
user created Work files (see page 102).

2. The Tools Menu contains two entries: Keyboard and Config,
(see page 102).

Server List Each time WinClient.exe is run, it searches the User's local LAN
segment for KN2108 / KN2116 units, and lists whichever ones it
finds in this box. If you want to connect to one of these units,
double click it.

(Continues on next page.)
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(Continued from previous page.)

Iltem

Description

Server

This area is used when you want to connect to a KN2108 / KN2116
at a remote location.

* You can drop down the IP list box and select an address from the
list.

¢ |f the address you want isn't listed, you can key in the IP address
of your target, then key in the Port number in the Port field. (If
you don't know the Port number contact the Administrator.)

¢ When the IP address and Port number for the target unit have
been specified, click Connect to start the connection.

* When you have finished with your session, click Disconnect to
break the connection.

Message List

Lists status messages regarding the connection to the KN2108 /
KN2116.

Switch to Remote
View

Once contact with a KN2108 / KN2116 has been established, this
button becomes active. Click it to switch and take over console
control of the unit that is attached to the KN2108 / KN2116.

The screen output of the unit appears on your monitor. Your
keystrokes and mouse movements are captured and sent to the
KN2108 / KN2116 to be executed on the attached unit.

If the KN2108 / KN2116 is connected to a KVM switch, you can
control the switch and the computers connected to it just as if you
were connected locally.

Change
Password

This button becomes active after a connection to a KN2108 /
KN2116 has been established. It allows the User to change the
password he logs onto the KN2108 / KN2116 with.
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The File Menu

The File Menu allows the operator to Create, Save, and Open user created
Work files. A Work File consists of all the information specified in a Client
session. This includes the Server List and Server IP list items, as well as the
Hotkey settings.

Whenever a user runs the Client program, it opens with the values contained in
the current work file. The current work file consists of the values that were in
effect the last time the program was closed.

The File menu consists of three items, as follows:

Iltem Description

New Allows the user to create a named work file so its values will not
be lost, and it will be available for future recall.

Open Allows the user to open a previously saved work file and use the
values contained in it.

Save Allows the user to save the values presently in effect as the
current work file.

The Tools Menu

Tools menu operations are performed after you connect, but before you switch
to remote view. There are two entries on the Tools Menu: Keyboard and
Config. They are explained in the sections that follow.

Keyboard:

Various configuration actions related to the keyboard, video, and mouse can be
performed via hotkey combinations. The Hotkey Setup utility is accessed by
opening the Tools menu and selecting Keyboard. The Hotkey Setup utility that
comes up is essentially the same dialog box as the one discussed in the
browser-based Windows Client chapter. Refer to Hotkey Operation Overview,
page 64 for details.
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Config:
When you select Config, a screen similar to the one below appears:

*

Graphics config:

Graphics option————————

[~ Full sereen mode

Cancel |

I~ Keep screen size

If Full Screen Mode is enabled (there is a checkmark in the box), the
remote display fills the entire screen of your local monitor.

If Full Screen Mode is not enabled (there is no checkmark in the box), the
remote display appears as a window on your desktop. If the remote screen
is larger than what is able to fit in the window, move the mouse pointer to
the screen border that is closest to the area you want to view and the screen
will scroll.

If Keep Screen Size is enabled (there is a checkmark in the box), the
remote screen is not resized.

+ If the remote system’s resolution is smaller than your local one, its
display appears as a window centered on your screen.

+ |f the remote system’s resolution is larger than your local one, its
display is centered on your screen. To access the areas that are off
screen, move the mouse to the corner of the screen that is closest to the
area you want to view and the screen will scroll.

If Keep Screen Size is not enabled (there is no checkmark in the box), the
remote screen is resized to fit the resolution of your local monitor.
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Connecting
To connect to a KN2108 / KN2116 unit:
1. Ifitisin the Server List, double click it; if you are using the Server IP

input box, specify the IP address and Port number, then click Connect. A
Login dialog box appears:

User Mame: ||
Password: I
oK I Cancel |

2. Key in avalid Username and Password, then click OK.
The program attempts to contact your selected KN2108 / KN2116 unit.
While it does so, you can check the Message List window for status
messages regarding the operation's progress.

3. Once contact with the KN2108 / KN2116 has been established, the Switch
to Remote View button becomes active.

Click it to connect to the KN2108 / KN2116 and take over console control
of the unit that is connected to it.

A\ Win32 Client 1.0.071 : Default ] S|
File: Tools Help

Server List

Mame | IP | Status
KNZ116 10013231 Available

s
Brver Message List

A (REFED - 5
Port: [3000 Server is ready

Lonnest Disconnect

| Swich to Remote View |

Change Password | J
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Operation

Once the connection to the KN2108 / KN2116 has been accomplished, the
remote system's video output is captured and displayed on your monitor. At the
same time, your local keystroke and mouse input is captured and sent to the
remote system.

The look and feel of the AP Windows client operation is the same as for the
browser version of the Windows client. See chapter, beginning on page 59 for
details.
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The Java Client

Installation

To install the Java Client on your computer, do the following:

1. Log into the KN2108 / KN2116 with your browser, and click the second
Java Client button (the one with the arrow). A screen similar to the one

below appears:

File Download x|

Do you want to open or save this file?

E Mame: KN2116main.jar
Type: WinRAR archive, 195 KB

From: 10.0.13.231

Open Save M Bancel

¥ Always ask betore opening this type of file

harm wour computer. |f you do not tust the source, do not open or

@ Wihile files from the Internet can be useful, some files can patentially
save this file. What's the risk?

2. Click Save.

3. In the dialog box that comes up specify a location on your hard disk to

save it to.

Starting Up
To connect to the KN2108 / KN2116 do the following:

1. Open a command line window and change to the directory where the Java

Client file (KN2108main.jar or KN2116main.jar) is at.

2. From the command line, issue the following command:

java - jar KN2108main.jar
Or

java - jar KN2116main.jar

Note: The Java Client requires Java version 1.4.2 or higher. It will not

work with earlier versions of Java.

An Address Input dialog box appears:
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A 1ava Client 1.0.0° i ] 3

,JAVA CLIENT

Welcome to the Java Client

Address Input

Enter Address: 10.0.13 84/abcdefy

[ ] Cancel

3. Key in the IP address for the unit you want to connect to - including a
forward slash followed by the login string (set by the administrator).

Note: For security purposes, the login string must be specified correctly as
part of the IP address. The system administrator may change the
string from time to time to thwart unauthorized access attempts. Be
sure you have the correct string when you attempt to connect.

After you establish a connection, a Login dialog box appears:

x|
Please input username and password:
Username: |
Password:

| 0K H Cancel ‘
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4. Provide a valid Username and Password and Click OK. Once the
authentication procedure completes successfully, the KN2108 / KN2116
main page displays on your monitor.

Operation

The look and feel of the AP Java client operation is the same as for the browser
version of the Java client. See Chapter 6, beginning on page 81, for details.
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Troubleshooting

Appendix

Administration

Symptom

Possible Cause

Action

After upgrading the
firmware, after logging
in, the KN2108 /
KN2116 appears to
still be using the old
firmware version.

The browser is
displaying cached
web pages instead of
fetching the new web
pages.

Clear your browser’s cache. Delete all
temporary internet files and cookies.
Close the browser and reopen it to log
in with a new session.

General Operation

Symptom

Possible Cause

Action

Erratic Operation

System needs to be
reset

Press and hold the Reset switch (see
page 7) for longer than three seconds.

Mouse and/or
Keyboard not
responding.

Improper mouse and/
or keyboard reset.

Unplug the cable(s) from the console
port(s), then plug it/them back in.

Sudden loss of
network connection.

Local reset of the
KN2108 / KN2116.

Close your KN2108 / KN2116
connection. Wait approximately 30
seconds, and log in again.

No video display on
the remote console.

The local console
resolution is set to
1600 x 1200 but
remote consoles only
support 1280 x 1024.

Set the local console resolution to
1280 x 1024.

When logging in from
a browser, the
following message
appears: 404 Object
Not Found

The login string was
not included when the
IP address was
specified.

Make sure to include the forward slash
and correct login string when you
specify the KN2108 / KN2116's IP
address. (See Default Web Page
Name, page 46.)

There are two mouse
pointers after the
remote system is
accessed.

This is normal. One is
the local console’s
pointer; the other is
the remote system’s
mouse pointer.

You can shrink the non-functioning
pointer so that it is almost invisible.
See Toggle mouse display, page 71
for details.

109



KN2108 / KN2116 User Manual

The Windows Client

Problem

Resolution

Windows Client won't connect to
the KN2108 / KN2116.

DirectX 7.0 or higher must be installed on your computer.

Remote mouse pointer is out of
sync.

1. Use the AutoSync feature (see Video Settings, page 73),
to sync the local and remote monitors.

2. Use the Adjust Mouse feature (see The Configuration
Page, page 79) to bring them back in sync.

3. See Additional Mouse Synchronization Procedures,
page 113.

Part of remote window is off my
monitor.

1. If Keep Screen Size is not enabled (see page 60), use the
AutoSync feature (see Video Settings, page 73), to sync
the local and remote monitors.

2. If Keep Screen Size is enabled, you can scroll to the areas
that are off screen. See the note on page 60 for details.

The remote screen is rotated 90
degrees.

Enable Keep Screen Size (see page 60).

I cannot run Net Meeting when
the Windows Client is running.

Enable Keep Screen Size (see page 60).

The Java Client

For mouse synchronization problems, see Mouse Synchronization, page 84,
and Additional Mouse Synchronization Procedures, page 113. For connection
and operation problems, see the table below:

Problem Resolution
Java Client won't connectto | 1. Java 2 JRE 1.4.2 or higher must be installed on your
the KN2108 / KN2116. computer.

2. Make sure to include the forward slash and correct
string (see Default Web Page Name, page 46) when
you specify the KN2108 / KN2116's IP address.

3. Close the Java Client, reopen it, and try again.

Pressing the Windows Java doesn't support the Windows Menu key.

Menu key has no effect.

Java Client performance Exit the program and start again.

deteriorates.

National language If the local keyboard is set to a non-English language

characters do not appear. layout, you must set the remote computer’s keyboard
layout to English.
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Sun Systems

Problem

Resolution

Video display
problems with HDB15
interface systems (e.g.
Sun Blade 1000
servers).

The display resolution should be set to 1024 x 768 @ 60Hz:
Under Text Mode:
Go to OK mode and issue the following commands:

setenv output-device screen:r1024x768x60
reset-all

Under XWindow:

1. Open a console and issue the following command:
m64config -res 1024x768x60

2. Log out

3. Login

Video display
problems with 13W3
interface systems (e.g.
Sun Ultra servers).

The display resolution should be set to 1024 x 768 @ 60Hz:
Under Text Mode:
Go to OK mode and issue the following commands:

setenv output-device screen:r1024x768x60
reset-all

Under XWindow:

1. Open a console and issue the following command:
ffbconfig -res 1024x768x60

2. Log out

3. Login

Note: These solutions work for most common Sun VGA cards. If using them
fails to resolve the problem, consult the Sun VGA card's manual.
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The Log Server

Problem

Resolution

The Log Server program does
not run.

The Log Server requires the Microsoft Jet OLEDB 4.0
driver in order to access the database.

This driver is automatically installed with Windows
ME, 2000 and XP.

For Windows 98 or NT, you will have to go to the
Microsoft download site:

http://www.microsoft.com/data/download.htm
to retrieve the driver file:
MDAC 2.7 RTM Refresh (2.70.9001.0)

Since this driver is used in Windows Office Suite, an
alternate method of obtaining it is to install Windows
Office Suite. Once the driver file or Suite has been
installed, the Log Server will run.

Panel Array Mode

Problem

Resolution

Low resolution video

Increase the number of panels that are displayed.

When multiple remote users
are logged in, some of them
only receive a partial image.

The first user to invoke Panel Array Mode should set
it to display at least four panels.
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Additional Mouse Synchronization Procedures

If the mouse synchronization procedures mentioned in the manual fail to
resolve mouse pointer problems for particular computers, try the following:

Note: These procedures are to be performed on the computers attached to the
KN2108 / KN2116's ports - not on the computer you are using to access
the KN2108 / KN2116 with.

Windows:

Note: In order for the local and remote mice to synchronize, you must use the
generic mouse driver supplied with the MS operating system. If you
have a third party driver installed - such as one supplied by the mouse
manufacturer - you must remove it.

1. Windows 2000:

Set the mouse speed to the middle position; set the mouse acceleration to
None (Control Panel — Mouse — Mouse Properties — Motion):

[rouse Praperties 8 i
Futions | Pt Mot | Haseamn |
5

T Aduit how il pecr T
%
5 ol

Srap 1o gl

o | ™ Morve poder b the deloul bullon i diskeg ke

o] cwee | e |

2. Windows XP / Windows Server 2003:

Set the mouse speed to the middle position; disable Enhance Pointer
Precision (Control Panel — Printers and Other Hardware — Mouse —
Pointer Options):
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Mouse Propertios il

Butons | Porters | Porter Options | Wheel | Haidwere
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3. Windows ME:

Set the mouse speed to the middle position; disable mouse acceleration
(click Advanced to get the dialog box for this).

4. Windows NT / Windows 98 / Windows 95:
Set the mouse speed to the slowest position.

Sun / Linux
Open a terminal session and issue the following command:
Sun: xset m 1

Linux: xset m 0O
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Specifications

Function KN2108 KN2116
Computer Connections 8 16
Port Selection OSD / Hotkey
Connectors Console Keyboard 1 x 6-pin Mini-DIN Female (Purple)
Port Video 1 x HDB-15 Female (Blue)
Mouse 1 x 6-pin Mini-DIN Female (Green)
KVM Port 8 x RJ-45 Female (Black) | 16 x RJ-45 Female (Black)
Power 3-prong AC socket
LAN 1 x RJ-45 Female (Black)
PON 1 x DB-9 Male (Black)
Switches Reset 1 x Semi-recessed Pushbutton
Power 1 x Rocker
Port Selection 2 x Pushbutton
LEDs On Line 8 (Green) 16 (Green)
Selected 8 (Orange) 16 (Orange)
Power 1 (Blue)
Link 1 (Green)
10/ 100Mbps 1 Orange / Green
Emulation Keyboard/Mouse PS/2 / USB / Serial
Video 1280x1024 @ 60Hz

Scan Interval

1-255 secs

I/P Rating

100V-240VAC; 50/60Hz; 1A

Power Consumption

120V/12W; 230V/12W

Environment Operating Temp. 0-40°C
Storage Temp. -20-60° C
Humidity 0-80% RH
Physical Housing Metal
Properties -
Weight 3.65 kg 3.7kg

Dimensions L

XWxH

43.84 x 28.4 x 4.4 cm (19" 1U)
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OSD Factory Default Settings

The factory default settings are as follows:

Setting Default
OSD Hotkey [Scroll Lock] [Scroll Lock]
Port ID Display Port Number + Name

Port ID Display Duration 3 Seconds

Scan/Skip Mode All

Scan Duration 5 Seconds

Screen Blanker 0 Minutes (disabled)

Beeper On

Accessible Ports F (Full) For all Users on all Ports

Supported KVM Switches

While we recommend using the KH88 when cascading KVVM switches, the
following is a list of supported KVM switches that can also be used when
configuring a cascaded installation.

+ CS-88A
¢+ CS-138A
+ (CS-9134
+ (CS-9138

Note: 1. Switches can be cascaded from the KVVM ports of the Second Stage
switches to make up a complete three stage installation.

2. Refer to the User Manuals that came with your KVM switches for
information on how to cascade them.

3. The installation cannot be cascaded beyond the third level.
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Administrator Login Failure

If you are unable to perform an Administrator login (because the Username and
Password information has become corrupted or you have forgotten it, for
example) you can clear the login information with the following procedure:

1.
2.

Power off the KN2108 / KN2116 and remove its housing.
Short the jumper labeled J8.

=1 @ [

3. Power on the switch.
4.
5
6

When the Link and 10/100Mbps LEDs flash, power off the switch.

. Remove the jumper cap from J8.
. Close the housing and start the KN2108 / KN2116 back up.

After you start back up, you can use the default Username and Password (see
page 27) to log in.
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Limited Warranty

IN NO EVENT SHALL THE DIRECT VENDOR'S LIABILITY EXCEED THE PRICE PAID
FOR THE PRODUCT FROM THE DIRECT, INDIRECT, SPECIAL, INCIDENTAL OR
CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OF THE PRODUCT, DISK
OR ITS DOCUMENTATION.

The direct vendor makes no warranty or representation, expressed, implied, or statutory with
respect to the contents or use of this documentation, and specially disclaims its quality,
performance, merchantability, or fitness for any particular purpose.

The direct vendor also reserves the right to revise or update the device or documentation without
obligation to notify any individual or entity of such revisions, or update. For further inquires please
contact your direct vendor.
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Button Bar, 85
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Default Web Page Name, 46
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File Menu, 102
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H
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I Events, 94
1/0 Modules, 48 Installation, 91
Installation List Panel, 98
Single Station, 19 Main Screen, 97
Two Stage, 22 Menu Bar, 93
Introduction, 1 Options, 96
Starting Up, 92
J Tick Panel, 98
Java Client, 106 logging in, 55
Configuration Page, 87 Login Failures, 47
Control Panel, 82
Hotkey Operation, 87 M
Panel Array Mode, 87 Main Web Page, 56
Port Operation, 87 Message Board, 76
Video Settings, 83 Mouse Synchronization, 72
Mouse synchronization
K Windows, 113
Keyboard / Mouse
Considerations, 79 N
Keypad Network Page, 41
Java Client
Keypad, 83 @)
KN2108 Overview, 1
Front View, 6
Rear View, 8 P
KN2116 Panel Array Mode, 66, 87, 112
Front View, 6 Port ID Numbering, 25
Rear View, 8 Port Names, 32
KVM adapter installation, 21 Port Operation, 33, 87
port operation, 61, 62
L Port Selection, 25
Limited Warranty, 118 Powering Off and Restarting, 24
List Function, 30
List Panel, 98 Q
Local Console, 27 Quick View Ports, 29
Log File, 89
Log Page, 34 R
Log Server, 40, 112 Rack Mounting
Configure, 93 Front, 15
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